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Abstract

Referential integrity, which guarantees that named resources can be accessed when referenced, is an important
property for reliability and security. In distributed systems, however, the attempt to provide referential integrity
can itself lead to security vulnerabilities that are not currently well understood. This paper identifies three kinds of
referential security vulnerabilities related to the referential integrity of distributed, persistent information. Security
conditions corresponding to the absence of these vulnerabilities are formalized. A language model is used to capture
the key aspects of programming distributed systems with named, persistent resources in the presence of an adversary.
The referential security of distributed systems is proved to be enforced by a new type system.

1 Introduction

To make programming manageable, distributed systems are increasingly being implemented using high-level lan-
guages and libraries that present distributed resources as language-level objects. This approach goes back to research
platforms such as Argus [15], Emerald [4], and Network Objects [3], but is now applied widely in commercial pro-
gramming using middleware platforms such as CORBA [19], in more recent object-relational mapping (ORM) systems
such as Hibernate [11] and other Java Persistence API (JPA) [6] implementations, and in modern JavaScript ORM li-
braries [5].

Distributed systems naturally cross trust domains; it is often why they are distributed in the first place. Running a
program on a federated platform composed of differently trusted distributed nodes creates security vulnerabilities that
are not immediately apparent at the high level of abstraction at which the programmer is operating. Some of these
vulnerabilities have been addressed by prior work; for example, the Fabric system [16] provides a high-level, Java-
like abstraction for distributed programming, while using information-flow control to enforce both confidentiality and
integrity properties.

In this paper, we identify three new security goals relating to the security of references that cross trust domains.
Cross-domain references are a common feature not only of high-level distributed programming models, but of dis-
tributed systems in general. For example, web pages hyperlink to other pages, and relational-database tuples can
contain foreign keys referring to other tuples. Regardless of the kind of system, security and reliability vulnerabilities
are created when references cross trust boundaries, because they introduce dependencies between different parts of
the system. This paper identifies some of these referential vulnerabilities, formally characterizes them, and explores a
language-based approach to modeling, analyzing, and preventing them.

The first goal is referential integrity. A system has referential integrity if a reference can be relied upon to continue
pointing to the same object. Referential integrity fails when that object is deleted while the reference still exists,
resulting in a dangling reference, or when the reference points to a different object altogether.

Referential integrity appears in many guises. We use the term in a more general sense than in the database literature,
where referential integrity is an important aspect of the relational model [7]. For example, the web lacks referential
integrity: the referent of a hyperlink can be deleted, leading to the familiar “404” error. Referential integrity is also an
important property for programming-language design; in programming languages that lack referential integrity, such
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Figure 1: Directory example

as C, dangling pointers are a serious problem. Today, many languages have automatic garbage collection, allowing the
automatic reclamation of memory while preserving referential integrity.

While absolute referential integrity is desirable, it cannot be achieved in a federated system: referential integrity
is necessarily limited by the trustworthiness of the node (or nodes) storing the referent object. Therefore, this paper
generalizes referential integrity to systems where nodes are partially trusted.

Our second goal is intentional persistence. With referential integrity, a reference to an object is a promise to the
referrer that the object will not move or disappear: it must be persistent. Therefore, reachability implies persistence, as
in various object-oriented databases (e.g., [1,17]) and in marshaling mechanisms such as Java serialization. However,
if all reachable objects are persistent, objects can become accidentally persistent because they are unexpectedly reach-
able. Accidental persistence can inflate resource consumption, leading to poor performance and system failure. This
problem is familiar to those who have used Java serialization. Intentional persistence entails the absence of accidental
persistence.

The third goal of this paper is immunity against storage attacks. Referential integrity prevents discarding reachable
objects. But this gives an adversary a means to mount a denial-of-service attack. The adversary creates references to
objects intended to be discarded, preventing reclamation and perhaps exhausting available storage space.

This paper formalizes these three goals as referential security properties, corresponding to the absence of refer-
ential vulnerabilities. This is done in the context of a simple programming language that captures the key elements
of distributed programming in a federated system with persistent information and pointers. A novel type system is
defined and is proved to enforce these security properties.

The rest of this paper is structured as follows. Section 2 describes the language model. Section 3 presents se-
curity policies for reasoning about the three vulnerabilities. Section 4 introduces the programming language Apesist,
which abstractly describes distributed programming with persistence and distrust. The language is defined formally
in Sections 5 and 6. Section 7 defines the adversary model. Section 8 formalizes the desired security conditions, and
proves that the type system of A5 soundly enforces them. Related work is discussed in Section 9, and Section 10
concludes.

2 Language model

2.1 Modeling distributed computing as a language

We model distributed computing using a core programming language that we call Apergisr. In Apergisr, persistence, dis-
tribution, and communication are implicit but are constrained by policy annotations. Programs in kpmm are assumed
to be mapped onto distributed host nodes in some way that agrees with these annotations. This mapping could be done
manually by the programmer, or automatically by a compiler, a la Jif/split [23].

This implicit translation to a distributed implementation means that some apparently ordinary source-level oper-
ations may be implemented using distributed communication and computation. For example, function application



may be implemented as a remote procedure call. Similarly, following references at the language level may involve
communication between nodes to fetch referenced objects.

Although the concrete mapping from source-level constructs onto host nodes is left implicit, we can nevertheless
faithfully evaluate the security of source-level computations. The key is to ensure that the system is secure under
any possible concrete mapping that is consistent with the policy annotations in the source program. That is, any given
computation or information might be located on any host that satisfies the source-level security constraints. A technical
contribution of this paper is to develop an effective system of such source-level constraints, expressed as a type system.

Although we refer to kpmm as a source language, little attempt is made to make it congenial to actual programming.
In particular, the type annotations introduced would be onerous in practice. They could be inferred automatically using
standard constraint-solving techniques for inequations over £, but we leave this to future work. One can view the type
system as describing a program (or system) analysis, and the formal results of this paper as a demonstration that this
analysis achieves its security goals.

2.2 Objects and references

Persistent objects are modeled in kpmis, as records with mutable fields. The fields of an object can point to other
objects through references. References contain the names of these mutable objects. References are not assignable as
in ML [18]; imperative updates are achieved by assigning to mutable fields.

The language has two types of references: hard and soft. A hard reference is one with referential integrity: a
promise that the referenced object will not be destroyed if its host is trustworthy. Because of this promise, hard
references can only be created by trusted code. A soft reference does not create an obligation to maintain the referenced
object. The language models a garbage collector that may destroy objects reachable only via soft references. When
following a soft reference or an untrusted hard reference, a program must be prepared to handle a failure in case the
referenced object no longer exists. Hard links in Unix and references in Java are examples of hard references. URLs,
Unix symbolic links, and Java SoftReference objects are examples of soft references.

This simple data model can represent many different kinds of systems, such as distributed objects, databases, and
the web. The shared directory structure shown in Figure 1 serves as a running example. Alice and Bob are traveling
together and are using the system to share photos and itineraries. The root directory is kept on a host R. Alice and
Bob keep their directory objects on their own hosts, A and B, respectively. To share sightseeing ideas, they use a
common scratchpad stored on host U. Solid arrows in the figure represent hard references, and dashed arrows are soft
references. The a and p annotations are policies, which we now explain.

3 Policies for persistent programming

3.1 Persistence policies

Referential integrity ensures that a pointer can be followed to its referent—that there are no dangling pointers. In a fed-
erated system, referential integrity cannot be absolute, because the referenced object may be located on an untrusted,
perhaps maliciously controlled, host machine. Therefore, referential integrity must be constrained by the degree of
trust in the referenced host. This constraint is expressed by assigning each object a persistence policy describing how
much it can be trusted to remain in existence.

The precise form of the persistence policy is left abstract in this paper. Persistence policies p are assumed to be
drawn from a bounded lattice (£,<,1,T) of policy levels. If py < p, for two persistence policies p; and p;, then p,
describes objects that are at least as persistent as those described by p;.

Persistence policies have a simple, concrete interpretation. Absent replication, objects are located only on host
nodes that are trusted to enforce their persistence policies, so a persistence policy p corresponds to a set of sufficiently
trusted host nodes H),. Therefore, if p| < p2, then p; must be enforceable by a smaller set of hosts: H, 2 Hp,. In fact,
it is reasonable to think of a policy p as simply a set of hosts.

In Figure 1, the root directory has persistence policy T, which only host R is trusted to enforce. Alice has a user
directory and a persistence policy alice. While R is trusted to enforce this policy, she has chosen to use her own host A.
Similarly, Bob’s directory is on host B. The shared scratchpad is kept on an untrusted host U, which can only enforce
the persistence policy L.

Persistence policies are integrated into the type system of A,esis;. The type of an object reference includes a lower
bound on the persistence policy of its referent; the type system ensures that the persistence of an object is always



at least as high as that of any reference pointing to it. Programs can therefore use the persistence of a reference to
determine whether the reference can be trusted to be intact. This rule enables sound reasoning about persistence and
referential integrity as the graph of objects is traversed.

For example, in Figure 1, while Alice and Bob both have a hard reference to the scratchpad, they must be prepared
for a persistence failure when using the references. The type system of A5 Will ensure their code handles such a
failure. Any reference to the scratchpad must have a type with 1 persistence, because it can be no higher than the 1
persistence of the scratchpad itself.

Whether a hard reference can be trusted to be intact depends on context. In Figure 1, Alice and Bob both have a
hard reference to the itinerary. Because Alice trusts her own persistence level, if either reference is typed with alice
persistence, then she can use it without worrying about a persistence failure. However, unless Bob trusts Alice, he
would need to be prepared for such a failure when using the references.

Soft references also have types with persistence levels, and hence might be trusted. Trusted soft references can be
promoted to trusted hard references. Therefore, soft references are distinct from untrusted hard references.

In Apersisi, persistence is defined not by reachability, but by policy. This resolves by fiat one of the three problems
identified earlier: accidental persistence. Accidents are avoided by allowing programmers to express their intention
explicitly. An object that is not intended to be persistent is prevented from being treated as a persistent object.

3.2 Characterizing the adversary

Security involves an adversary, and is always predicated on assumptions about the power of the adversary. In the kind
of decentralized, federated system under consideration, the adversary is assumed to control some of the nodes in the
system.

Different participants in a distributed system may have their own viewpoints about who the adversary is, yet all
participants need security assurance. Therefore, a given adversary is modeled as a point o in the lattice of persistence
policy levels. In the host-set interpretation of persistence policies, o defines the set of trusted hosts that the adversary
does not control. The adversary is assumed to have the power to delete (i.e., violate the persistence of) an object if its
persistence is not o or higher (i.e., a £ p), because the object might be stored at a host node controlled by the adversary.
Other actions by the adversary are modeled by special evaluation rules (see Section 7).

The formal results for the security properties enforced by Ay treat the adversary as an arbitrary parameter.
Therefore, these properties hold for any adversary.

3.3 Storage attacks and authority policies

We introduce the idea of storage attacks, in which a malicious adversary tries to prevent reclamation of object storage
by exploiting the enforcement of referential integrity. For example, in Figure 1, Bob has shared with Alice an album
containing the photos he has so far taken during their trip. Bob does not consider the album to be private, so others
may create references to his album, as Alice has done. However, an adversary that creates a hard reference to this
album can prevent Bob from reclaiming its storage.

To prevent such storage attacks, we ensure that hard references can be created only in sufficiently trusted code. We
introduce creation authority to abstractly define this power to create new references. This is the only action requiring
some form of authority in this paper, so for brevity, we refer to creation authority simply as authority.

Like persistence policies, authority policies a are assumed to be drawn from a bounded lattice (£,<) of policy
levels. Without loss of expressive power, they are assumed to be drawn from the same lattice as persistence policies.
Authority prevents storage attacks because hard references can only be created to objects whose authority policy a is
less than or equal to the authority @, of the process; that is, a < a,.

A hard reference is a reference that should have referential integrity, so creating hard references requires authority.
The adversary is assumed to have some ability to create hard references, described by its authority level a. Soft
references do not keep an object alive, so no creation authority is required to create a soft reference.

In Figure 1, the root directory has the authority policy 1, so anyone can create a hard reference to it. Bob’s philly
album is large, so he has given it the authority policy bob; only he can create hard references that prevent the album
from being deleted. Therefore, Alice’s reference to the album must be soft. Alice has drafted an itinerary, giving it the
authority policy {alice,bob} to indicate she will persist the document for as long as Bob requires. Bob’s reference to
the itinerary, therefore, can be hard.
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Figure 2: Interpretations of the extremal policy labels

It may sound odd to posit control over creation of references. But a reference with referential integrity is a contract
between the referrer and the referent. For example, the node containing the referent is obligated to notify the referrer
if the object moves. Entering into a contract requires agreement by both parties, so it is reasonable for the node
containing the referent to refuse the creation of a reference.

3.4 Integrity

Thus far, the powers of the adversary include creating references to low-authority objects and destroying objects with
low persistence. Because the adversary may control some nodes, the adversary can also change the state of objects
located at these nodes. This may in turn affect code running on nodes not controlled by the adversary, if the adversary
supplies inputs to that code, or if it affects the decision to run that code.

Integrity policies describe limitations on these effects of the adversary. Integrity policies w are drawn from a
bounded lattice (£,<) of policy levels; without loss of expressive power, it is assumed to be the same lattice as for
persistence and authority policies. In fact, we can think of the persistence and authority levels of an object as the
integrity of other, implicit attributes of the object. For persistence, this implicit attribute is the existence of the object
itself. For authority, the attribute is the set of incoming references to the object. This unifying view of different policies
as different aspects of integrity explains why all three kinds of policies can come from the same lattice.

The ordering < corresponds to increasing integrity. If w; < w, an information flow from level w; to w; would be
secure: more-trusted information would be affecting less-trusted information.! In Apersist» €ach variable and each field
of an object has an associated integrity level describing how trusted it is, and hence how powerful an adversary must
be to damage it. The integrity of a reference is the integrity of the field or variable it was read from.

Figure 2 summarizes the interpretation of the three kinds of policies.

3.5 Integrity of dereferences and interaction with garbage collection

An adversary can directly affect the result of a dereference in two ways. First, if the reference has low integrity, the
adversary can alter it to point to a different object. Second, if the referent has low persistence, the adversary can
delete it. Therefore, the integrity of any dereference can be no higher than the integrity and persistence annotations
on the reference. In Figure 1, if Alice follows the reference from her docs directory to the scratchpad, she obtains an
untrusted result; the untrusted host U influences the result by choosing whether to delete the scratchpad object.

More subtly, the adversary can manipulate hard references to influence the garbage collector, and thereby indirectly
affect the result of a dereference. For example, in Figure 3a, Alice is following her soft reference to Bob’s lyon album.
Bob has marked lyon as only requiring low authority, allowing the untrusted, adversarial host U to create a hard
reference, and thereby preventing lyon from being garbage-collected. Therefore, Alice’s dereference must succeed.

However, in Figure 3b, the adversary U has removed its reference. Subsequently, lyon has been garbage-collected,
and Alice’s dereference fails. The adversary has indirectly affected the outcome of the dereference. To account for
this, the integrity of Alice’s dereference must be no higher than the authority required by lyon.

I'This ordering is the opposite of the “upside-down” ordering typically seen in work on information-flow security [2], and corresponds to the
trust ordering [16].
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Figure 3: Authority affects integrity of dereferences. Alice is following her soft reference to the lyon album. An
adversary can affect the outcome of the dereference, because the album has low authority. (a) The untrusted host U has
a hard reference preventing lyon from being garbage collected; Alice’s dereference succeeds. (b) Host U has removed
its hard reference, allowing lyon to be garbage collected; Alice’s dereference fails.

Variables x,y € Var Policy levels w,a,p,l € L
Memory locations m € Mem PC labels pcu=w
Labeled record types S == {x;: T; }s Storage labels s == (a,p)
Labeled ref types R == {x;:7;} | Reference labels ru=(a*,a”,p)
Base types b= bool | 14 L | R | soft R Types T==by |1
Values vuz= x|true|false | |m® | soft m> | A(x:7)[pc].e (| Lp)
Terms  ex= v|vy vy |if vi then e; else e3 | {5 =v;}5 | vx

| vix:=v, |softe]|ejlie; |existsvasx:ejelseey|letx=epinep

Figure 4: Syntax of A%

persist- Parenthesized productions only appear at run time.

4 Types for persistent programming

To formalize the ideas presented in the previous section, we introduce the A,ersis; 1anguage, an extension to the simply
typed lambda calculus. Figure 4 gives part of the formal syntax of Ajesis. Its type system prevents referential vulner-
abilities by integrating policies for persistence, authority, and integrity into types. Accidental persistence is prevented
because persistence is determined by policies expressing the programmer’s intent, rather than by reachability. Refer-
ential integrity is maintained by a Apersise program with respect to a particular adversary if following hard references
whose persistence and integrity are above the level of the adversary never leads to an object that has been destroyed
by the adversary or garbage-collected. Storage attacks are prevented if the adversary is unable to change the set of
high-authority objects that are reachable through hard references.

4.1 Labels

We assume a bounded lattice (£,<,1,T) of policy levels, from which integrity (w), authority (a), and persistence
policies (p) are drawn.

Objects and reference values are annotated with storage labels consisting of a creation authority policy and a
persistence policy. All non-unit types T consist of a base type b along with an integrity policy annotation w; fields
and variables thereby acquire integrity policies, because they are part of their types. Objects do not have their own
integrity labels because all of their state is in their fields, which do have labels.

The program-counter label pc [9] is an integrity level indicating the degree to which the program’s control flow
has been tainted by untrusted data. This label restricts the side effects of code.

4.2 Example

Suppose we want to create a hierarchical, distributed directory structure, such as in Figure 1. Each directory maps
names to either strings, representing ordinary files, or to other directories, and contains a reference to its parent
directory (elided in the figure). To faithfully model ordinary filesystems, directories higher in the hierarchy should be
more persistent: if they are destroyed, so is everything below.



A fully general directory structure would require augmenting A, With recursive and dependent types; for
simplicity, these features have been omitted from Ayeysis: because they do not appear to add interesting issues. However,
we can capture the security of a general directory structure by using A5 records to build a fixed-depth directory
structure with a fixed set of entry names for each directory.

4.3 Modeling objects and references

The security policies of Ayersis are about objects and references to them. Therefore, Aesisr extends the lambda calculus
with records that represent the content of objects. The record {x; = v;} comprises a set of fields X; with corresponding
values v;. Records are not values in the language; instead, they are accessed via references m°, where m is the identity
of the object and S = {)ﬁ:}Y gives its base record type. The storage label s is a pair (a, p). The authority label a is
an upper bound on the authority required to create a new reference to the referent object.

References to objects have labeled reference types {)ﬁ} r A reference label r is a triple (a*,a”, p) that gives
upper and lower bounds on the authority required by the referent, and a lower bound on the persistence of the referent.
The upper authority label a* restricts reference copying to prevent storage attacks. The lower authority label a~
prevents the adversary from exploiting garbage collection to damage integrity (Section 3.5), by tainting the integrity
of dereferencing soft references.

4.4 Modeling distributed systems

The goal of the Apesisr language is to model a distributed system in which code is running at different host nodes. A
single program written in A, is intended to represent such a system. The key to modeling distributed, federated
computation faithfully is that different parts of the program can be annotated with different integrity labels, represent-
ing the trust that has been placed in that part of the code. To model a set of computations (subprograms ¢; ) executing
at different nodes, the individual computations are composed in parallel (e I1---lle,,) into a single Apergiss program.

From the viewpoint of a given principal in the system, code with a low integrity label, relative to that principal, can
be replaced by any code at all. For the purposes of evaluating the security of the system, this code is in effect erased
and replaced by the adversary. Therefore the single-program representation faithfully models a distributed system
containing an adversary.

S Accidental persistence and storage attacks

We present lpe,s,'s, in two phases. In this section, we present A0

persist: 2 simplified subset of kpmis, that prevents
accidental persistence and storage attacks.

5.1 Syntax of AV

‘persist

Figure 4 gives the syntax of ng,s[st. The names x and y range over variable names Var; m ranges over a space of
memory addresses Mem; w, a, p, and £ range over the lattice £ of policy levels; and s and r range over the space of
storage labels £ and reference labels £>, respectively.

Types in A.gmm consist of base types with an integrity label (,,), and the unit type 1, which needs no integrity
label. Base types include booleans, functions, and two kinds of references to mutable records: hard (R) and soft

(soft R). The metavariable R denotes a labeled reference type.

The type T AN Ty is a function type with a pc annotation that is a lower bound on the pc label of the caller. It gives
an upper bound on the integrity of data the function affects, on the authority level of references the function creates,
and on the authority level of references in the function body and in the closure environment.

Values include variables x, booleans true and false, the unit value *, record-typed memory locations (references)
m?3, soft references soft m>, and functions A(x:7)[pc].e. A function A(x:7)[pc]. e has one argument x with type 7. The
pc component has the same meaning as that in function types. At run time, p-persistence failures 1, can also appear
as values.

Terms include values v and u, applications vy v,, if expressions if v| then e; else e3, record constructors {m}s,
field selections v.x, field assignments v .x := vy, soft references soft e, parallel composition e ile;, soft-reference tests
exists v as x: e] else e;, and let expressions let x = ¢; in e;.



[APPLY] (M(x:1)[pe].e) v, M) S (e{v/x},M)

[LET] Vp.v#Llp
(letx=vin e, M) > (e{v/x},M)
[TF-TRUE] (if true then e; else ey, M) <> (e, M)
[IF-FALSE] (if false then e; else e, M) > (e5, M)
(CREATE] m = newloc(M)
({x,- = v,-}S,M) 5 (mS,M[mS > {x; = v;}])
- Sy
PARALLEL- e M(m>) ={xi=vi}
vilvy, M) = (*,M [SELECT] _—
[ RESULT | { )= (M) (mS xe,M) > (ve, M)
M(mS)+1  Vp.ov#l
[ASSIGN] () PrZ

(ms.xc = v,M) 5 (*,M[ms.xc — v]>
I:DANGLE—- M(m®)=1  p=persist(m®) [DANGLE—] M(m®)=1  p=persist(m®)

SELECT | (S e, M) S (1, M) ASSIGN (m xe = v, M) 5 (1,,M)
I:EXISTS-- M(m®) # 1

TRUE | (exists soft m5 asx: e else ez,M> 5 <el {ms/x},M)
I:EXISTS—- M(m®) =1

FALSE | (exists soft mS as x: e else ez,M) 5 (e2,M)

EVAL- | (e.M) = (', M) FAIL- e
CONTEXT | (Ele],M) 5 (E[/].M") PROP (FLp],M) = (1p,M)
Ez=soft [-] |letx=[-]ine|[-]Jue|en[-] Fu=soft [-] |letx=[-]ine

e,M S’ M c(G,(e,M
[PROG-STEP] fe.M) = (. M) [GC] gc(G,(e.M)

(e;M) — (/. M") (e,M) - (e, M[G ~ 1])

Figure 5: Small-step operational semantics for nonadversarial execution of lgersisl.

5.2 Example

Returning to the directory example in Figure 1, Bob can add to the itinerary with the code below. It starts at the root
of the directory structure, traverses down to the itinerary, and invokes an add method to add a museum.

let home = root.bob
in exists home as bob:
let docs = bob.docs
in docs.itinerary.add "Rodin Museum"
else:

The garbage collector may have snapped the soft reference home to Bob’s home directory, so exists is used to
determine whether the reference is still valid. If so, the body of the exists is evaluated with bob bound to a hard
reference to the home directory.> (This reference can be created because the pc label at this point has sufficient
creation authority.) The second select expression, bob.docs, dereferences the hard reference.

. . 0
5.3 Operational semantics of kp orsist

Figure 5 gives the small-step operational semantics of kgems,. The notation e{v/x} denotes capture-avoiding substitu-
tion of value v for variable x in expression e. A failed or garbage-collected memory location contains value L. Most

of the operational semantics rules are straightforward, but a few deserve more explanation.

2To avoid a race with the garbage collector, an implementation of exists should first optimistically create the hard reference, then check its
validity before exposing it to the program.



Let M represent a memory: a finite partial map from typed memory locations m5 to closed record values. Let
(e,M) be a system configuration. A small evaluation step is a transition from (e, M) to another configuration (e’,M'),
written (e,M) — (e/,M’).

To avoid using undefined memory locations, we restrict the form of (e, M). Let locs(e) represent the set of locations
appearing explicitly in e. A memory M is well-formed only if every address m appears at most once in dom(M ), and for
any location % in dom(M), locs(M (m5)) c dom(M). A configuration {e, M) is well-formed only if M is well-formed,
locs(e) € dom(M), and e has no free variables. Evaluation preserves well-formed configurations (see Lemma 10 in
Section 8.3).

Though the operational semantics refer to complete record types, only their persistence labels are needed at run
time. These labels are only used to determine the level of persistence failure that occurs when dereferencing a dangling
reference (rules DANGLE-SELECT and DANGLE-ASSIGN), so run-time overhead should be small.

The record constructor {)C,Tv:}s (rule CREATE) creates a new memory location mS to hold the record. The
component S specifies the base type and storage label of the record. The storage label governs at what nodes the object
can be created. The function newloc(M) deterministically generates a fresh memory location. If address-space(M)
represents the set of location names in M (i.e., {m : 3S.m° e dom(M)}), then newloc(M) ¢ address-space(M) and
newloc(M") = newloc(M) if address-space(M’) = address-space(M).

Parallel-composition expressions e Ile; evaluate to the unit value (rule PARALLEL-RESULT).

The field-selection expression v.x (rules SELECT and DANGLE-SELECT) evaluates v to a memory location n2°. If
the location has not failed, the result of the selection is the value of the field x of the record at that location. Otherwise,
a p-persistence failure occurs, where p is the persistence level of m>, written p = persist(m®).

The field-assignment expression vi.x := v, evaluates v to a memory location m% (rules ASSIGN and DANGLE-
ASSIGN) If the location has not failed, v, is assigned into the field x of the record at that location; otherwise, a
p-persistence failure occurs (where p = persist(m3)). The notation M[m> x. + v] denotes the memory resulting from
updating with value v the field x of the record at location m5.

Persistence failures propagate outward dynamically (FAIL-PROP) until the whole program fails. The full Aepgiss
language, defined in Section 6, can handle these failures.

In rule EVAL-CONTEXT, E represents an ordinary evaluation context, whereas in rule FAIL-PROP, F' gives the
contexts from which persistence failures propagate. Contexts are given as a term with a single hole (denoted by [-])
in redex position. The syntax of E specifies the evaluation order.

The soft-reference expression soft e evaluates e to a hard reference and turns it into a soft reference. The soft-
reference test (exists v as x : e else e;) promotes the soft reference v (if valid) to a hard reference bound to x and
evaluates ej. If the reference is invalid, e; is evaluated instead.

In rule GC, the notation gc(G,{e,M)) means that G is a set of locations that is collectible. G is considered
collectible if it has no GC roots (i.e., hard references in ¢), and no location outside G has a hard reference into G. This
is defined formally as follows.

Definition 1 (GC roots). A location m® is a GC root in an expression e, written root(m3,e), if it is a hard reference in

e. This is formally defined by the following inference rules:

root(m’, ) Vmg‘). e+ mgo 3i. root(m®,v;)
RI]  ——— [R2] . (R3] ot
root(m”,m’) root(m”,soft e) root(m”, {x; =v;}" )
root(mS,v) 3Ji. root(ms,v,-) root(ms,e)
root(m”,v.x) root(m”,vi.x:=vp) root(m”,A(x:T)[pc].e)
. N . S . S
3i. root(m”,v; 3i. root(m”,e; 3i. root(m” ,e;
Ry o) [RS] LaLURL) Ro) o)
root(m”,vy v3) root(m”,let x=ey in e) root(m”,ejliey)
[R10] 3i. root(ms,e,-) RI1] i root(mS,e,-)
root(ms,if e1 then ¢; else e3) root(ms,exists e] as x: e else e3)

Apersist» defined in Section 6, adds R12; and [Apeysisi ], defined in Section 7, adds R13:

3i. root(ms,e,-) root(ms,e)
[R12] " [R13] —
root(m”,try e catch p: e;)

root(m>, [e])
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= {xi : Ti}(a?’,al_,pl) < {xi :Ti}(a;.uz‘.pz)

Figure 6: Subtyping rules for A

persist

Definition 2 (Collectible groups). A set of locations G is a collectible group in a configuration {(e,M), written
gc(G,{e,M)), if it does not contain any roots of e, and no location outside G has a hard reference into G.
def.
ge(Gife,M)) <
G cdom(M)
A(3mS € G. root(m,e))

/\Vmg0 edom(M). (M(m(S)O) #1A3m €G. root(mS,M(mgo))) :>mg° eG

5.4 Subtyping in A0

‘persist

The subtyping judgment - T; < T states that any value of type T; can be treated as a value of type T,. Subtyping in
lgmm is the least reflexive and transitive relation consistent with the rules given in Figure 6. Rule S1 gives standard
width subtyping on records. Because records are mutable, there is no depth subtyping.

Subtyping on soft references is covariant (rule S2). While hard references may be soundly used as soft references,
this is omitted for simplicity. Rule S3 gives contravariant subtyping on integrity labels. Rule S4 gives standard
subtyping on functions; the additional pc component is covariant. These are the opposite of the rules typically seen in
work on information-flow security, accounting for our use of the trust ordering.

Rule S5 gives subtyping for labeled reference types. Subtyping is covariant on the a* component of the reference
label and contravariant on the other two components. This ensures the bounds specified by the reference label of the

subtype are at least as precise as those of the supertype.

. . 0
5.5 Static semantics of L) .

Typing rules for A’ are given in Figure 7. The notation auth™ (r), auth™(r), and persist(r) give the upper authority

persist
(a™), lower authority (a~), and persistence (p) component of a reference label r, respectively. The notation auth*(s)
and persist(s) give the authority and persistence component of a storage label, respectively. The notation auth*(7),
defined below, gives the authority level needed to create a hard reference to a value of type T. The integrity of 7T is
written integ(t), and Tr¢ denotes the type obtained by tainting (meeting) the integrity of T with ¢:

auth™ (bool) = auth™ (1) = auth" (soft R) = 1
integ(by) =w  (by)"l=byy  auth® (1 25 1,) = pe
integ(1) =T 1nl=1 auth®™ ({x;:7:}5) = auth™(s)

The typing context includes a type assignment I' and the program-counter label pc. T is a finite partial map from
variables x to types T, expressed as a finite list of x:T entries. We write x:T € I and I'(x) = T interchangeably. For an
expression e that is well-typed in a context I'; pc, the type checker produces a type T. The typing assertion I';pct+e: 1,
therefore, means that the expression e has type T under type assignment I" with program-counter label pc.

Most of the typing rules are standard rules, extended to ensure that the pc is sufficiently high to obtain any hard
references that may result from evaluating subexpressions (e.g., premise + auth™ (1) < pc in Rule T-IF), and that the
pc is suitably tainted.
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[T-BooL ]
[T-VAR]

[T-Loc]

[T-IF]

[T-ABS]

[T-REC]

[T-SEL]

[T-EXISTS]

[T-LET]

b € {true,false}
I';pc+ b :bool;
I'(x)=r1
Fipcrx:7

Fur St rectype S={x: Ti}(a,p)

Iiper mS : ({m}(a,a,p))T
I;pc+v:bool,
Oipcnwiei:t (¥i)
+auth®™ (1) <pcnw

[;pcif vthenej else ey :trw

F,x:’t’;pc' Fe:T

oy (7 25 1)1 type

!
=pc <pc

[;pc - A(x:1')[pc’].e: (¢ 2, )t
Fyy S @ rectype
- < (VD

S={xi T} ap)
+auth* (t/) < pc (")

[T-UNIT] [iper*:1
T
[T-Bor] — —2
Iipcr1p:7
I';pc-e:R
[T-SOFT] b -

I'; pc - soft e : (soft R),,

Iipcre;:7; (vi)
+auth* (1) < pc (")

[T-PLL]
ipcrejner:1
Cipcvy: (T iﬂc)w
F;pci—vzzrl
!
Fpc <pcnw
[T-APP] pe=p

Tipcvivpitnw

C;pckvi:T; (vi)
- integ(t;) < pc ()

Tipe - {5 =vi}® : ({3 T} (gap) )7

Lipe-v: ({xi: i )w
+auth™(r) <pc
w’ =wnpersist(r)

I;pc-vx. 7, aw'

[;pe+v:(soft {x;: T}, )w

w' = auth™ (r) npersist(r) mw
Tipenw’' eyt

Lipervi: ({0} )w
+auth®(r) < pc
Fipc-vy it
FThpcnw < T,
+auth™(T) <pcnw

[T-ASGN]
Cipcrvixe=vy:1

+auth® (r) < pcniw
F’x:({xi:Ti}r)w;pCﬂW, Fep:T

Fauth™ (1) < pcnw’

I;pcHexistsvas x: e; else e; ctaw’

ipcrer: o
w = integ(t’)
Cx:t;pc’ -ep:t

pc’ =penw

+auth®™(1') <pc

+auth™ (1) <pc’

ipcrletx=e;iney:tnw

Figure 7: Typing rules for A

Tipcre:t 1<t

[T-SuUB|
Iipcre:t

persist

Rule T-BOT says persistence failures can have any well-formed type.

Rule T-ABS checks function values. It ensures that the function’s program-counter label pc” accurately summarizes
the authority levels of the references contained in the closure, and that the pc is high enough to create this closure.
The body is checked with program-counter label pc’, so in rule T-APP, the function can only be used by code with

sufficient integrity.

Rule T-REC checks the creation of records. It requires that the annotation S be well-formed. Also, the pc must be

high enough to create any hard references that appear in the fields, and to write to the fields themselves.

When using a hard reference v;, the pc must have sufficient authority to possess vy (premise - auth®(r) < pc in
rules T-SEL and T-ASGN). When assigning through vy, hard references contained in the assigned value v; also require
authority. Since the integrity and persistence of v; can affect whether the assignment succeeds, we taint the pc with
these labels before comparing with the authority requirement of v;.

Rule T-EXISTS checks soft-reference validity tests. It ensures that the pc has the authority to promote the reference

from soft to hard (premise ~ auth™ (r) < pc).

11



Fpcsw Fwr T1 * type Py T2t type
+auth® (t1) wauth® (12) <pe

[WT1]  +,rbool, : type [WT2] o
Fwr (T1 — T2)w : type

Fup (0 T (aap) )T itype Finteg(t;) < p (79
Fwf X0 2 Ti} (a,p) © rectype

- Ti < type (V) +auth™ (1) <a
Fwf Ryt type Fat<wnp  +a <a'

[WT6] swr
o ({6 T} (a am p) w2 tyPE

[WT3] Fur1:type [WT4]

+ (Vi)

WTS5
! ] Fyur (soft R),, : type

Figure 8: Well-formedness of types

The rules for determining the well-formedness of types are given in Figure 8. In rule WT6, a reference type
({m}(a*,ai »))w is well-formed only if the upper authority label a* is an upper bound on the authority levels of
the field types t;. This ensures that the upper authority label is an accurate summary of the authority required by the
fields. We also require a* be bounded from above by the integrity w of the reference, since low-integrity data should
not influence the creation of high-authority references. To ensure hosts are able to create hard references to the objects
they store, we also require auth™ (r) to be bounded from above by the persistence level p of the record.

6 Ensuring referential integrity

In a distributed system, references can span trust domains, so to be secure and reliable, program code must in general
be ready to encounter a dangling reference, one perhaps created by the adversary. Therefore, we extend Xgmm with
persistence-failure handlers to obtain the full A, language (see Appendix A.1 for its full syntax). The type system
of Apersis forces the programmer to be aware of and to handle all potential failures.

One approach is to handle the failure immediately upon using a broken reference. However, because low-persistence
references may be used frequently, this would result in lots of duplicated failure-handling code.

Instead, Apersis: factors out failure-handling code from ordinary code by treating failures as a kind of exception.
The value of (try e; catch p: ep) is the value of evaluating e;. If a dangling reference at persistence level p or
higher is encountered, the failure handler e; is evaluated instead. A try expression creates a context (e1) in which the
programmer can write simpler code under the assumption that certain persistence failures are impossible, yet without
sacrificing the property that all failures are handled.

6.1 Persistence handler levels

To track the failures that the current context can handle, a ser of persistence levels H is used.It provides lower bounds
on the persistence levels of hard references that may be directly dereferenced. Functions A(x:T)[pc; H].e and function

types T; LI T, are extended with an A component, which is an upper bound on the H levels of the caller.

Formally, ‘H is drawn from the bounded meet-semilattice given by the upper powerdomain [22] of persistence
levels. The elements of the powerdomain are the finitely generated subsets® of £, modulo equivalence relation (1)
below. The ordering on these elements is given by (2). If we choose maximal sets to represent the equivalence classes,
then the meet operation is set union.

def.

A~B L Vier. (3aeA. as<t) < (3beB. b<l)) (1)
def.

A<pB <L VbeB. 3acA a<b )

3Non-empty subsets that either are finite or contain 1.
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[ SOFT- ] (m® xe,M) 5> (v, M) [ SOFT- ] (m xe =v,M) S (v M)

SELECT | ((soft m®).xe,M) = (v,M) ASSIGN ((soft m®).xc .—vM) (v',m’)
I:TRY: Vp'vE Ly [ TRY- ] psp
VAL | (try v catch p: e, M) > (wM CarcH (try L,y catch p:e M) — (e,M)

.| try [-] catch p:e

I:TRY: p#p
Esc | (try L, catch p: e,M) 5 < ],/,M)

Tpe;H = v (soft {x i T} r)w, T +auth® (t.) < pc

T-SOFT-] p =auth™ (r) Npersist(r) Nw FH=<p
SELECT | [ipe; H - vxe :TeMp, p
Lipe;H - vy s (soft {2 b )w, T p =auth™ (r) npersist(r) Mw
T-SOFT- ] Cipe;H vy i1, T FtApenp<t.  +auth®(t)<pecnp  +~Hs<p
ASSIGN | Cipe:H-vixe=vy:1,p
Cipe;H,prep:T, X w= [] (pup’)
pleX)

ipecnwninteg(t); Hiep: T, X + auth™ (1) < pc
(T.TrY] p g(7) 2:T,4 (W =p

ipe;H - try eg catch piep :tnw, (X1 /p) N,

Figure 9: Additional small-step evaluation and typing rules for e sis

6.2 Example

Returning to the directory example in Figure 1, Alice can add a place to the list of sightseeing ideas with the code
below. This code starts at Alice’s docs directory, traverses the reference to the scratchpad, and invokes an add method
to add a museum.

let pad = docs.scratchpad
in try pad.add "Rodin Museum" catch 1:

The expression pad.add follows a hard reference to the scratchpad. Despite the hard reference, a try is needed because
Alice does not trust host U to persist the scratchpad.

6.3 Static and dynamic semantics of A,

The small-step operational semantics of Ayergis; extends that of lgmm with the rules in the top of Figure 9. Failures
propagate outward dynamically (TRY-ESC) until either they are handled by a failure handler (TRY-CATCH), or the
whole program fails. Appendix A.2 gives the full operational semantics for Kpmm.

The subtyping rules are the same as for kpmm, except that function subtyping is also contravariant on the ‘H
component. Full subtyping rules are given in Appendix A.3.

The typing rules for Ayeris extend those for kgmm. They augment the typing context with a handler environment
‘H, indicating the set of persistence failures the evaluation context can handle. For an expression e that is well-typed in
a context I'; pc; H, typing judgments additionally produce an effect X', which is a set indicating the persistence failures
that can occur during evaluation. The typing assertion I';pc; H + e : T, X, therefore, means that the expression e has
type T and effect X’ under type assignment I, current program-counter label pc, and handler environment .

The typing rules for Xp o rsisy Are converted straightforwardly to thread H and & through typing judgments. Rules
T-SEL and T-ASGN gain premises to ensure the context has a suitable handler in case dereferences fail. Appendix A.4
gives the full set of converted rules.

The bottom of Figure 9 gives three new typing rules. T-SOFT-SELECT and T-SOFT-ASSIGN check direct uses
of soft references. They taint the integrity of the dereference with auth™ (r) because the result of the dereference is
affected by those able to pin the referent in memory by creating a hard reference (Section 3.5). Rule T-TRY checks
try expressions. To reflect the installation of a p-persistence handler, p is added to the handler environment H when
checking e;. The value w in the typing rule is a conservative summary of the persistence errors that can occur while
evaluating e¢; and are not handled by the p-persistence handler. Because evaluation of e, depends on the result of e,
the pc label for evaluating e; is tainted by w. In this rule, the notation X'/p denotes the subset of persistence errors X

13



m = newloc(M) S={x:T}s v,{ =V b T

[CREATE]
<{x,~ = v,-}S,M) 5 <mS,M[mS > {x; = v;}])
M’y =L Vplvel,
M(n’) = {ZT=wi} S= {X§ T} (ap)
S={% T} (ap M =M[m" xc v raTe
[SELECT] 5 { . Han) [ASSIGN] 5 [ . o] -
(m .xL..,M> — (ve »o.p, M) (m Xe = VAM) - (x— o p, M )
M(m®) =1 M(m®) =1

[DANGLE

S={X T} (ap) DANGLE- S={X"Ti}(ap)
SELECT

(ms.x(.,M) BN (Lp»ap,M) ASSIGN (ms.xL = v,M) 5 (Lp »ap,M)
(mxem) S M) S = {E T
((soft mS)AxL-A,M) =5 (vog (arp), M)
(ms.xc = v,M) BN (v',M’) S= {m}(mp)
((soft m’)xe = v‘M) 5 (v' >a (aﬂp)‘M'>
MYy £1  S={X T up
(exists soft m® asx: e else ezﬁM) BN ((el{ms/x}) >a (al‘lp),M)
M) %1 S= {5 T} (up)

SOFT-
SELECT

SOFT-
ASSIGN

[
[

(exists soft m> asx: ey else ez,M> N (e2 v (anp),M)

[BRACKET ([ms].xp.,M) 5 ([mSAx(],M) I:Bi?sclléff_] ([ms].xp = v,M) 5 ([ms.xc = v]<M)

SELECT

([softm ]xe = v, M)
SOFT-SELECT AN ([(Soft ms)Ax,-],M) SOFT-ASSIGN ([(Soft m ) Xe =], M)

BRACKET-
SOFT

RACKET- 7\()6 T)[pe;H].e] v, M)
([(Mx:1)[pe:H].€) v], M)
(if [v] then ¢; else e, M)
— ([if vthen e, else e;],M)

EXISTS

(exists [v] asx: e) else e2, M) BRACKET-
[ APPLY

S ([exists vasx: e else e;],M)

TrRY

]

(soft [m*],m) = ([soft m*],m) [BD]?:?;ET] ([v]1.M) S ([v], M)
J
]

(try [v] catch p: e,M) [BRACKET
s ([try v catch p: e], M)

BRACKET- Vp.v#ly

LET

(let x= [v] ine.M) S ([e{[v]/x}].M)
{e.M)

) (¢, M) BRACKET-
[ FAIL ]

BRACKET-

CONTEXT (FILLp10M) S ([1,],M)

|
|
]
]
]
]
[(orscwer. | ([soft m*].x., M) [(Bracrer
[*sor"]
"]
[Praceer]
]
[covma]

e

-
e

—

([e].M) = (['],M")

Figure 10: Small-step operational semantics extensions for ordinary execution of [}.persist]

not handled by p. Formally, this is defined as follows.

HipE{p' eH:ptp')

7 The power of the adversary

Possible actions of the adversary are modeled by extending the operational semantics of Figure 5 with more transi-
tions. To support reasoning about what an adversary may have affected in a partially evaluated program, Ayersis: iS also
augmented to include bracketed expressions, resulting in the language [Apersis]. The term [e] represents an expression
e that may have been influenced by the adversary, and [v] is an influenced value. The operational semantics is ex-
tended by adding rules that propagate these brackets in the obvious manner. (Doubly bracketed values are considered
expressions, not values.)

The extended syntax and the rule for typing bracketed terms appear below. Extensions for the operational semantics
appear in Figure 10.

Values v:
Terms e:==...

Cipcnl;Hee:t1, X ol  rFauth’ (7)) <pcn/
DY) [T-BRACKET] e ¢ ? uth (1) <pe
| [e] [ipe;H - [e] :tnd, X

Rules CREATE, SELECT, DANGLE-SELECT, ASSIGN, DANGLE-ASSIGN, SOFT-SELECT, SOFT-ASSIGN, EXISTS-
TRUE, and EXI1STS-FALSE are amended to ensure low-integrity expressions are bracketed. To do this, they use the
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m = newloc(M) @:TiT - {xi = [vi]}  :Rr, T
F?wf] M[m® & {x;=[w]}] a4 persist(S)

[ai-CREATE]
mSEdom(M) M(mS):/:J_
S={xiTi}s ?;T;TI—[V]:’CC7T S € dom(M)
[0 ASSIGN] v M[m® xc— [v]] [0-FORGET] o # persist(S)

(e,M) ~q <e,M[mS.xC > [v]]) (e,M) ~q (e,M[mS . q)

Figure 11: Effects caused by the a-adversary

auto-bracketing function e »¢ ¢, which is formally defined below. The notation e » T is shorthand for e »¢ integ (7).

sl ifraxfore. e=[€];
€*af71 [e], otherwise.

Also, rules TRY-VAL and LET are amended to prevent a transition when v is bracketed, and rules that disallow
transitions on bottom values (1) are amended to prevent transitions on bracketed bottom values.

The adversary is powerful, as shown by the transitions defined in Figure 11. Adversaries may create new records,
modify existing records, or remove records from memory altogether, but their ability is bounded by an integrity label
o€ L. Such an a-adversary has all creation authority except o and higher, can modify any record field except those
with a (or higher) integrity, and can delete any record except those with o (or higher) persistence. A small evaluation
step taken in the presence of an o-adversary is a transition from a machine configuration (e, M) to another configuration
(e',M"), written (e,M) —¢, (', M’).

It is important to know that any evaluation of a program in the original language can be simulated in the aug-
mented language, which amounts to showing that the rules cover all the ways that brackets can appear. This is proved
straightforwardly by induction on the evaluation rules (see Lemma 1 in Section 8).

The adversary’s transitions embody a simplifying assumption that the adversary can only create well-typed values.
While it is reasonable to allow the adversary to create ill-typed values, an implementation with run-time type checking
can catch ill-typed values when they cross between hosts and replace them with well-typed default values.

Rule a-CREATE lets the adversary create records at new memory locations. The premise @;T; T + {x; = [v;]}5
R+, T ensures that the records are well-typed values and that new hard references satisfy the restrictions on the adver-

sary. The premise l—‘["wf] M[m® — {x; = [v;]}] ensures that the resulting memory is well-formed (formally defined in
Section 8.1), so the adversary cannot create references to unknown memory locations.

Rule a- ASSIGN lets the adversary modify existing records. The premise M(m®) # 1 ensures that the record being
modified still exists in memory. The premise &; T; T + [v] : T, T ensures that the assignment is well-typed and that new
hard references satisfy the restrictions on the adversary. The premise F‘[)‘Wf] M{[mS x. ~ [v]] ensures that the resulting
memory is well-formed, so the adversary cannot create references to unknown memory locations.

Rule o-FORGET lets the adversary drop records from memory. The premise o # persist(S) restricts the persistence

level of dropped records.

8 Results

The goal of Apeis is to prevent accidental persistence and to ensure that the adversary cannot damage referential
integrity or cause storage attacks. Accidental persistence is prevented by the use of persistence policies. We now show
how to formalize the other security properties and prove that A, satisfies these properties.

8.1 Well-formedness

A well-formed Ayeysis; memory M, written -, M, maps typed locations to record values with the same type. This is
defined formally as follows.
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Definition 3 (Well-formed A siss memory). A Apersise memory M is well-formed, written Fwp M, if each record stored

in M satisfies two conditions: the record’s type corresponds to the type of the record’s location in M, and every location
mentioned in the record is valid in M.

More precisely, whenever M maps a reference m® to a record value {x; = v;},
* Siswell-formed,
* each v; has the appropriate type (as specified by S),

* the locations mentioned in the field values v; are in the domain of M:

Fur M ﬂ» (M(mS) ={xi=vi}AS={x: Ti}(ayp)
= s S :rectype
ANV BT TRV T, T)
Alocs({x;=v;}) € dom(M))

Our notion of a well-formed configuration relies on knowing when a location is noncollectible (cannot be garbage
collected), which we now define.

Definition 4 (Noncollectible locations). A memory location m’ is noncollectible in a configuration (e,M), written
nc(m®, (e,M)), if it is reachable from a GC root of e through a path of hard references.
This is defined formally by the following induction rules:

root(m®, ) (NC2] root(mf1 ,e) M(m‘l91 )={x=v} 3e. ne(m®, (ve, M)

NC1
[NC1] nc(m’, (e, M)) nc(m’,(e,M))

Well-formedness of configurations, defined below, is parameterized on an adversary .

Definition 5 (Well-formed Ayergiss configuration). A Apeysis; configuration (e, M) is well-formed, written I—gf (e,M), if
the following all hold:

* M is well-formed;
e the locations mentioned in e are valid in M,
* no noncollectible high-persistence location is deleted; and

* if G is a minimal collectible group in which a high-persistence location is deleted, then all locations in G are
also deleted.

Formally,

2 {e,M) <L 1\ M Alocs(e) € dom(M)
A(YmS.nc(m®, (e, M)) A - o < persist(S)
=M(m%) # 1)
AVG. ge(G, (e, M) A (BG' € G. ge(G,{e,M)))
/\(ng‘) €G. +axpersist(Sy) /\M(mg‘)) =1)
=VYmSeG. M(m®) = 1)
A Apersisi configuration is well-formed in a nonadversarial setting, written - (e, M), if it is well-formed with respect
to the | adversary.

Corresponding well-formedness conditions are defined similarly for [kpmm] memories (written I—([Xw " M and =]
M) and for [Apersist] configurations (written '_([xwf] {(e,M) and =[] (e,M)). Well-formedness of [Aesiss] memories is

parameterized on an o-adversary, because values appearing in low-integrity record fields must be bracketed.

16



Definition 6 (Well-formed [Ape/sis;| memory). A [Apersist ] memory M is well-formed with respect to an adversary o

(written |_<[xw " M) if it is a well-formed Apersisi memory and all low-integrity field values are bracketed:

def
l—‘["wﬂ m b MA(M(m®) = {Z=vi} AS = (X T s Ao £ integ(Ti)

= . v =D"])

Definition 7 (Well-formed [Aqis; | configuration). A [Apersise | configuration (e, M) is well-formed if it is a well-formed
Apersist configuration with a well-formed [%pmm] memory. A configuration is well-formed in a nonadversarial setting
if it is well-formed in the presence of a 1 adversary.

o def.

] (e,M) ==+ 1 MA »—?ff(e,M)

wf
def.
Flwf] (e,M) H

8.2 Completeness of [, ] evaluation

For [kpmm] to be adequate for reasoning about referential security properties of kpems,, we must be able to simulate
any erm;w execution in [kpmm]. This is a completeness property. To do this, we first need to define what it means for
a [kpems,] configuration to simulate a Ay configuration. This involves defining a correspondence on expressions
and heaps between the two languages. We write e1 $ e to denote that the A, term e; corresponds to the [kpmm]
term e;. The terms correspond if erasing brackets from e, produces e;.

Definition 8 (Correspondence between [Apersis | and Apeysis; expressions). A [Apersis ] expression e is related to a hpersist
expression €', written e S €, if the two are equal when brackets in e are removed. This is formally defined by the
following induction rules.

! l Vi
e=e Fese FeSe Fvi s up (7
! /
FeSe Fle]<e FA(x:t)[pe;H]. e SA(x:T)[pe; H]. e FvvaSup up
vi vi Vi
Feisel (V) Fvy s u FvSu Fvisup 7D

. . A ! / _ _
+if e] then e; else e3 Sif €] then e; else ez {i;= Vi}s s{xi= ui}s FyvxSux +Fvix:=vy Supx:=u

/ 7 (Vi 7 (Vi
FeSe l—eigei(’) l—eiSei(l)
+ soft e S soft e Fejlley Sellie) - exists e as x: e else e3 S exists ¢] as x: 5 else ¢}
1 (Vi (Vi
»—eigei(l) l—e,-Se,-(')
/ ! . I/ . !
+ try e catch p: ey Stry eg catch p: ey Fletx=ejineySletx=ejine;

This correspondence induces one on heaps. Together, the two give the correspondence on configurations.

Definition 9 (Correspondence between [Apersis | and Apepsisy memories). A [Apersist ] memory My is related 10 a Apersist
memory My, written — M1 $ M», if they map the same set of locations, and the memories map each location to values
that are related.

def.
I—Ml SMZ <;f> dom(Ml) = dom(Mz)
A VmS € dom(Ml ) M, (mS) ZMQ(mS) =1
VM (m%) $ My(m®)
Definition 10 (Correspondence between [Apersisi] and Apepsis; configurations). A [Apeysisi] configuration (eq,My) is

related to a Apesisi configuration (e2,M»), written - (e1,M1) S (e2,M>), if both the expressions and the memories are

related.:
def.
= (817M1> S (ez,Mz) <~ treSen+-M M,

We can now state and prove the completeness of [Apesis]-
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Lemma 1 (Completeness of [Apergist ] with respect to Apergise). Let (e1,M1) be a well-formed Apeysisi configuration with
ey well-typed. Let (ex,M>) be a well-formed [Apersist ] configuration corresponding to (e1,My), with e; well-typed. If
(e1,M) takes a — transition to (e}, M1), then there exists a configuration (€5, M}) corresponding to (e}, M) such that
(e2,M>) 5 (€5,M).

P (e, M) A@spes H - e i T, X

o
AL

A+ {e1,M1) § (e2,Ma) A {er,My) — (¢}, M7)
= Je), M. (e2,Mp) >4, (eéaMé) A (ei,Mi) S (eé,Mé)

(e2, MuY NDspe;H ey T, X

Proof. Induction on the derivation of (e1,M) —q (€],M]). O

8.3 Soundness of [A,is ] type system

We prove the type system sound with the usual method, via type preservation (Lemma 9) and progress (Lemma 13).
Because we are only concerned with well-formed configurations, it is important to know that they are preserved by
the operational semantics. This is captured by Lemma 10.

We first show some preliminary results for weakening the typing context.

Lemma 2 (Type-environment weakening). Extra type assumptions can be safely added to typing contexts: I';pc; H +
e:T, XAx¢FV(e) > x:t;pe;Hie:T,X.

Proof. By induction on the derivation of I';pc;H -e: T, X. O

Lemma 3 (pc weakening). The pc label in a typing context can be safely raised.

Fpespc AT;pe;Hi-e:t, X =>TipciHre:1,X

Proof. By induction on the derivation of I';pc; H-e: T, X.

Rules T-BooL, T-UNIT, T-Loc, T-BOTTOM, and T-VAR are trivial base cases. Rule T-ABS follows from the
transitivity of <. Rules T-SOFT, T-PARALLEL, and T-SUBSUME follow from the induction hypothesis.

Rules T-RECORD, T-SELECT, T-SOFT-SELECT, T-ASSIGN, T-SOFT-ASSIGN, T-ExistTs, T-App, T-LET, T-
TRY, T-IF, and T-BRACKET follow from the induction hypothesis and the transitivity of <. In rules T-ASSIGN and
T-SOFT-ASSIGN, we need to show +Trpc’ mp < T.. By assumption, we have - tripcnp < T.. Let b, = T. Then using
S3, we can show

~b<bh Fwhpcnp<wnpc np

FTrpc Mp<thpenp ,
and the result follows from transitivity of subtyping. O
Lemma 4 (Handler weakening). Extra handler assumptions can be safely added to the typing context.
FH <HATpe;Hbe:t,X =>ipoH -e:t, X

Proof. By induction on the derivation of I';pc;H +-e: T, X.

Rules T-BooL, T-UNIT, T-Loc, T-BoTTOM, T-VAR, T-ABS, and T-PARALLEL are trivial base cases.

Rules T-SOFT, T-RECORD, T-SELECT, T-ASSIGN, T-SOFT-SELECT, T-SOFT-ASSIGN, T-EXISTS, T-APP, T-
LET, T-1F, T-SUBSUME, and T-BRACKET follow from the induction hypothesis.

Rule T-TRY follows from the induction hypothesis and the fact that H' u{p} < Hu{p}. O

Corollary 5 summarizes these results.
Corollary 5 (Context weakening). Suppose Uspc;H +e:T,X with x ¢ FV(e), pc < pc’ and H' < H. Then
Ixt';pc;H -e:t, X

We can now prove the substitution lemma.
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Lemma 6 (Substitution). [, x:t;pc;H+e: T, X A@;pe;Hbv:T, T=T;pe;H+e{v/x}:T,X.

Proof. By induction on the derivation of I',x:t";pc;H + e : T,X. Note that since v was typed in an empty type
assignment (I' = @), we must have FV(v) = @.
Rules T-BooL, T-UNIT, T-LocC, and T-BOTTOM are trivial base cases.
Rules T-SOFT, T-RECORD, T-SELECT, T-ASSIGN, T-SOFT-SELECT, T-SOFT-ASSIGN, T-APP, T-PARALLEL,
T-TRY, T-IF, T-SUBSUME, and T-BRACKET follow from the definition of substitution and the induction hypothesis.
Case T-VAR:
Suppose e = x. Then e{v/x} =v and T’ = T and the result holds in this case via Corollary 5 and T-SUBSUME.
Alternatively, suppose e =y # x. In this case, e{v/x} = e and the result holds trivially.
Case T-ABS (e = My:T1)[pcy; Hil-e1):
If y = x, then e{v/x} = ¢ and the result holds trivially. Alternatively, suppose y + x. We have FV(v) = @, so
e{v/x} =A(y:t1)[pcy;Hi].e1{v/x}. LetI" =T',x:7". From the typing of e, we have
Cox:t,y:tyspesH Fep i1, Hy

pcl-,Hl
Fur (T1 —— T2) 7 1 type Fpc, < pc

H
Cx:t;pe;H o= AMy:ty) [peys Hil.er: (T M>12)T,T,

1M . .
where T = (T} P, Ty)7 and X =T. So, we know I',x:t',y:Ty;pc;; Hi F €1 : Ta, Hy. Therefore, by the induction
hypothesis, we have I',y:t1;pc;; Hi F e1{v/x} : T2, H1. So the result holds in this case via an application of T-

ABS:
Lyy:tpesHi - er{v/x} i, Hy
pclel
Fywr (T —— T2) 7 : type Fpc, < pc
pclaHl

Lipes HeMy:t) [pes Hil er{v/x}: (1) —— 1)1, T.
Case T-EXISTS (exists u as y: e else e3):
From the typing of e, we have
[x:t;pe;H - us (soft {67}, )w, T Fauth®™(r) <pemw  w' =auth™(r) mpersist(r) nw
Oox:t’,y: ({6t} )wipc s H e 21", X Ix:t;pciHrer:t" 2 +auth®™ (1) < pc’
[x:t';pe;H -existsuasy: eg elseer : 7' mw’, X1 n A,

where pc’ =pcnw’, t=1"nw’, and X = X; N X;. By the induction hypothesis, we therefore have
Tipe; H - u{v/x}: (soft {x; i}y )w, T 3)
Cipc s H - ex{v/x} ", X% “)

Suppose y = x. Then e{v/x} = exists u{v/x} asy: e else ex{v/x}, so from (3) and (4), the result holds in this
case via an application of T-EXISTS:

Cipe; Ho-u{v/x}: (soft {x;:7;},)w,T  rFauth™(r)<pcmw  w' =auth™(r)npersist(r)mw
Cy:({x %} )wipc s Hier : 17, & CipcsH-ex{v/x} 1", X +auth®™ (1) <pc’
[;pe;H - exists u{v/x} asy: e else ex {v/x} : v mw' X1 n X,

Alternatively, suppose y #x. We have FV(v) = @, so e{v/x} = exists u{v/x} asy: e;{v/x} else eo{v/x}. From
the typing of e, we know I',x:7',y: ({m},)w;pc’;’;’-{ + ey : 1", X|. By the induction hypothesis, we have
I,y: ({M},)w;pc’;”ﬂ Fep{v/x}:t" X;. From this, (3), and (4), the result holds in this case via an application
of T-EXISTS:

[ipe; H = u{v/x}: (soft {x;:Ti}r )w, T Fauth™(r) <pcriw w' =auth™ (r) npersist(r) nw
Cy:({x i} )wipc s H e {v/x}: 1", CipcsHi-ex{v/x}:t", 2 +auth® (1) <pc’
[;pc; H - exists u{v/x} asy: e; {v/x} else ex{v/x} : 7" nw', X1 n &,
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Case T-LET (e=let y=e; in e3):

From the typing of e, we have

Cx:t;pe;H -ep 11, & Fauth™(t1) <pc  w=([]X1)ninteg(t)
pc’ =pcnw Cox:t' y:tp s H- e 110, X +auth® (1) < pc’

x:t;pe;Hi-lety=epines :tomw, X nX,
where T =1 Mw and X = X N A,. By the induction hypothesis, we therefore have

IipesH-er{v/x} 1, X )

Suppose y = x. Then e{v/x} =let x=e;{v/x} in e;, so from (5), the result holds in this case via an application of
T-LET:
Cipe;H - e {v/x}: 11, X Fauth™ (1)) <pc  w=(["]X1)ninteg(t)
pc’ =pcnw ,y:tpcsHi-en 10, X +auth®(12) <pc’

Oipe;Hi-lety=e{v/x}iney:Tonw, X nX,

Alternatively, suppose y # x. We have FV(v) = @, so e{v/x} =let y = e;{v/x} in e2{v/x}. From the typing of e,
we know I, x:1',y:T1;pc’s H - ez : T2, Xs. By the induction hypothesis, we have I',y:ty;pc’; H = ex{v/x} : T2, Xa.
From this and (5), the result holds in this case via an application of T-LET:

Lipe;He{v/x} 1, +auth® (1) <pc w=([]X1)ninteg(t))
pc’ =pcrw L,y:t;pc’sHee{v/x} i1, 2 Fauth®™(12) < pc’

Dipe;Hi-lety=e{v/x}in ex{v/x} :Tanw, X1 N X,

O

Lemma 7 (Effect bound). The effect of a well-typed expression is bounded from below by its handler environment.
CipeHre:T,X =>H<X

Proof. By induction on the derivation of I'; pc; H + e : T, X. Rule T-TRY relies on the easily proved fact that if Hu{p} <
X1, then H < X1 /p. O

Lemma 8 (Value typing). The handler environment is irrelevant for typing non-bottom values. Such a value v can
also be typed with any pc that has the authority of the references that appear in v, and can have any effect bounded
from below by the handler environment. Formally,

CipeHviT, X A(Vp.vELpavE[L,])
Arauth™ (1) spdA-H < X/
=Tipc;H wvit, X'

Proof. By induction on the derivation of I';pc; H v : 1, X. O
We are now ready to prove type preservation for [Apergis ).

Lemma 9 (Type preservation). Let M be a well-formed memory. Let e be an expression with type T and effect X. Let
o€ L. If the configuration (e, M) takes an — transition, then the new expression e’ will also have type T and effect X :
o . . .
l—[wﬂ MnAipc;HEe:T,X
A <63M) g (6,7M,)
=>gipe;Hre 1, X.

Proof. By induction on the derivation of @;pc;H +e: T, X.

Given (e,M) —¢ (¢’ ,M’), the proof proceeds by cases according to the evaluation rules. For cases GC, o.-CREATE,
0-ASSIGN, and 0i-FORGET, we have e = €', so the result follows trivially.

By Lemma 7, we have H < X.
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Case CREATE ({({X;=v;},M) —q <mS,M[mS > {x; = vf}]), where m is fresh, S = {x; : Ti} (4, ), and v{ = vi »q T;):

We have @;pc; H - {x; = v;}3 : R, T with R= {x;: Ti} (a,a,p) @d -y S < rectype. We need to show @;pe; H - m’:
R+, 7. This is given by trivial application of T-LocC.

Case APPLY (((A(x:11)[pcsHi]-e1) vM) —q (e1{v/x},M)):

From the typing of e, we have

i, H
@ipesH - M) [pe M) e (T 5 )7, T ©)

and
gipe;H-v:it, T 7

with - H < H; and H; = X. We need to show @&;pc; H + e1{v/x} : 1,H;. From the derivation of (6), we know
x:tpepsHi e it H
with - pc; < pc. Applying Corollary 5 to this, we get
x:t;pe;H e T, Hy.
The result follows from this and (7) via Lemma 6.
Case SELECT ((m®.xc,M) —>q (ve »o p, M), where M(m®) = {x;/=v;} and S = {X;: Ti} (4 ) ):

We have @;pc; 1 + mS x. : 1.1 p, p and need to show &;pc; H - ve »o p: T p, p.
From the typing of e, we know @; pc; H - mS = ({x;: Ti} (a,a,p)) 7> T and = a < pc with +,,¢ S : rectype. Therefore,
the following holds:
* +auth™(1.) <a<pcand
e ~auth®(t.) < p.
So, we know + auth™(1.) < pcrip.

By Lemma 7, we have - H < p. Since M is well-formed, we also know that @&;T; T + v, : T, T, so by Lemma 8,
we have
gipenpsH i ve: Te, p. (3

Suppose + o < p or v, is bracketed. Then v, »y p = v, and the result follows from (8) via Corollary 5 and
T-SUBSUME.

Otherwise, o # p and v, is unbracketed. So v, »o p = [v.], and the result follows via T-BRACKET:

GipenpyHbveiTe,p OEp +auth®(1.) <pcrip

gipe;H e [ve] :tenp,p

Case DANGLE-SELECT ((m® .x.,M) —q (L, »o p;M), where M(m®) = L and S = {X; : T} (4 ) ):
We have @; pc; H + mS x. : 1.1 p, p and need to show &;pc; H + Lp»ap:TeNp,p.

From the typing of e, we know @;pc;H - mS : ({X;: ‘C,-}(a_’a_’p))r, T and + a < pc with ¢S : rectype. Therefore,
the following holds:

 +auth*(t.) sa<pcand

e +auth™(t.) < p.

21



So, we know + auth™(1.) < pcrip.

By Lemma 7, we know + H < p, so by T-BOTTOM, we have

@ipcnp;H =1, T, p. )]
Suppose + o< p. Then 1, »o p = 1, and the result follows from (8) via Corollary 5 and T-SUBSUME.
Otherwise, o £ p. So L, »q p =[1,], and the result follows via T-BRACKET:

gipenpyHE Ly:Te,p OEp +auth®™ (1) spcnp

@gipe;H = [1p]:tenp,p

Case SOFT-SELECT (((soft mS).xC,M> —a (vea(anp),M), where S = {x;:7;}(, ) and (mS.xC,M) 5 (vM)):

From the typing of e, we have @;pc;H + (soft m®).x. : 1.1 p’, p and + auth™(t.) < pc, where p’ =anp. So
t=1.np’ and X = p. We need to show @;pc;H +vregp :1.Np’, p.

From the typing of e, it follows that S : rectype, and therefore, we know + auth™(1.) < p’. Since we also
know + auth®(7.) < pc, we therefore have + auth™(t.) < pcrip’.

We proceed by cases according to the evaluation rules for (ms XM ) 5 (v,M).

Sub-case SELECT ({m®.x;,M) 55 (ve v p, M), where M(m®) = {Xi=v;}):

We have v =v, »g p.
By Lemma 7, we have - H < p. Since M is well-formed, we also know that @;T; T + v, : T, T, so by
Lemma &, we have

@ipenp' s H - ve T, p. (10)
Suppose - o< p’. Then - o < p, s0 v g p’ =v=v, »q p=v.. Similarly, if v, is bracketed, then v »¢ p’ = v,.
In these cases, the result follows from (10) via Corollary 5 and T-SUBSUME.
Otherwise, o # p’ and v, is unbracketed. So v »¢ p’ = [v.] and the result follows via T-BRACKET:

@ipenp’sHi-ve i Te,p afp +auth®(t.) < pcnp’

gi;pe;H e [ve]:tenp',p

Sub-case DANGLE-SELECT ((mS.xC,M) 5 (L,, »ap,M)):
We have v =1, »qp.
By Lemma 7, we know + H < p, and we have + p’ < p by definition, so by T-BOTTOM, we have @;pcn
pliHELyitenp’,p.
Suppose —a < p’. Then - o< p, o Ve p’ =v =1,y p = L,, and the result follows via Corollary 5.
Otherwise, o £ p’, so veo p’ = [1,], and the result follows via T-BRACKET:

giperp s H L, :t.np',p afp +auth® (1) < pcnp’
@ipe;H - [Lp]:tenp’,p

Case ASSIGN ((m®.x. :=v,M) —q (x »op,M[m5.x. ~V']), where § = {X;:Ti} (4 ) ):
From the typing of e, we have &;pc; H - m5 x. :=v: 1, p and need to show &;pc;H + + »q p: 1, p. By Lemma 7,
we have + H < p, so from T-UNIT and T-SUBSUME, we have @;pcnp;H+ *:1,p.
If - o< p, then * » p = *, and the result follows by Corollary 5.
Otherwise, 0. # p and * »o p = [*], and the result follows via T-BRACKET.

Case DANGLE-ASSIGN (<m5.xc = v,M) —q (ip >ap,M>, where S = {X; : Ti} (4 p)):

From the typing of e, we have &;pc; H + mSx,=v: 1,p and we need to show @;pc;H - L, »qp:1,p. By
Lemma 7, we have - H < p, so by T-BOTTOM, we have @;pcnip;H+ 1,:1,p.

If — o< p, then 1, »o p = Lp, and the result follows by Corollary 5.

Otherwise, o ¥ p and 1, »q p = [L,], and the result follows via T-BRACKET.
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Case SOFT-ASSIGN ({(soft m).xc := v, M) —¢ (v »q (an p),M"), where (m’ x. := v, M) S (v, M'Yand S={x;: Ti}(ap)):
From the typing of e, we have @;pc;H + (soft m®).x.:=v:1,p. By Lemma 7, we have - H < p. Let p’ =
anp. We need to show @;pc;H v »q p’ :1,p. We proceed by cases according to the evaluation rules for
(mS x:=v,M) 5 M.

Sub-case ASSIGN ((ms.xc = v7M> 5 (v p,M')):

We have V' = * »g p.

If-axp’, then-axp,sov »gp =V =% »y p==x. The result follows from T-UNIT and T-SUBSUME.

Otherwise, o p’, so v/ »o p’ = [*]. The result follows from T-UNIT, T-BRACKET, and T-SUBSUME.
Sub-case DANGLE-ASSIGN ((m’.xc := v,M) = (1, »o p,M)):

We have v/ = 1, »q p.

If-ax<p’ thenaxp,sov »op’ =V =1,»qp= 1, The result follows from T-BOTTOM.

Otherwise, o % p’, so v/ »q p’ = [1,]. The result follows from T-BOTTOM and T-BRACKET.

Case EXISTS-TRUE ((exists soft mS as x: e else ez,M> —q <(el {m5/x}) »aw,M), where S = {X; 1 T;} (4,p) and w =
anp):
From the typing of e, we have

@:pe;H - soft m® : (soft X T} ap))Ts T Fa<pc w=anp
x({X T} (gapy ) Tipe Wi H F e 1T, X gipcriw;Hier: T, &, Fauth® () <penw

@;pc; H + exists soft m’ asx: el else ey : T MW, XN,
where T=7 Mw and X = X; nX,. We need to show
@ipe; i (e {m®[x}) »gw:T, X.
By T-Loc, we have &;pcriw;H —m> : ({x;: ’C,'}(a‘am))T,T. Therefore, by Lemma 6, we know @&;pcniw; H +
er{m’/x} :v  X). Also, by Lemma 7, we know - H < X; N &,, so by T-SUBSUME, we know
@gipenw;H - e {m’ [x} 1T, X.
Suppose + 0. < w. Then (e {m5/x}) »qw = e1 {m® /x}. The result therefore follows by Corollary 5.
Otherwise, we have 0. £ w, so (eg{m®/x}) »qw = [e; {m> x}]. The result therefore follows via T-BRACKET:

gipenw;H - ey {m’ [x} 17w, X ofw +auth™(t') <pcnw
@ipe;H - [e{m’[x}] ' nw, X

Case EXISTS-FALSE ((exists soft m’ as x: e else ex,M) —q (ex »qw,M), where S = {x; : T; andw=anp):
(a,p) p

From the typing of e, we have

@, pe;H - soft m® : (soft X T} ap))Ts T Fa<pc w=anp
x({X T} gapy )P Wi H - eg 1T, X gipcnw;Hiex:t', X, Fauth™(t') <pcnw

@;pc;H - exists soft m® as x: ej else ex : T Mw, X1 N X,

where T=1"NMw and X = X} 1 X,. We need to show @;pc;H - ey poqw: T, X.
Suppose + o < w. Then e »o w = €. The result follows from Corollary 5 and T-SUBSUME.

Otherwise, 0. # w, s0 €3 »o W = [e2]. By Lemma 7, we know + H < X} N X,. The result follows via T-BRACKET
and T-SUBSUME:

gipcnw;Hier: v, X ofw  rFauth™(t) spenw
gipe;H - [ex] T nw, Xy FH<XNX, FXINA <A,
gipe;HE[ex] : T Mw, X n&,

23



Case TRY-VAL ((try v catch p: e;,M) = (v,M), where v# L,y and v # [1,/] for all p):

From the typing of e, we have
gipe;H,p-vit, AL,

for some Xj. Since v is a non-bottom value, the result @;pc; H + v : T, X follows via Lemma 8.

Case TRY-CATCH ((try 1, catch p: e2,M) > (e2,M), where - p’ < p):

We have p’ < p, so from the typing of e, we have
@;pcnpninteg(t));Hrer: 71, X,
where T =1t M p. We need to show @&;pc;H + e; : T, X. This follows from Corollary 5 and T-SUBSUME.

Case TRY-EscC ({try 1, catch p: EQ,M) —q (lp,M>, where p’ £ p):
We have p’ £ p, so from the typing of e, it follows that H < X < p. We need to show &;pc;H + L, : T, X. This
follows from T-BOTTOM and T-SUBSUME.

Case PARALLEL-RESULT ({v{ vy, M) —¢ (*,M)):

From the typing of e, we have T=1and & = T. The result @;pc; H + * : 1, T follows trivially from T-UNIT.

Case IF-TRUE ((if true then e; else e3),M) —¢ (e1,M)):
From the typing of e, we have @;pc; H + e; : T, X, where X < X|. We need to show @;pc;H +e; : T, X, which
follows from Lemma 7 and T-SUBSUME.

Case IF-FALSE ({(if false then e else ep, M) —¢ (e2,M)):
From the typing of e, we have &;pc; H + e : T, &>, where X < X). We need to show @&;pc; H + e; : T, X', which
follows from Lemma 7 and T-SUBSUME.

Case LET ((letx=vine;,M) —q (e1{v/x},M), where v¢ {1,,[1,]} for all p):

Since v is a non-bottom value, by Lemma 8, it can be typed with T effect. From the typing of e, then, we have
gipe;H-v:it, T
and
x:t;peninteg(Ty );H e T, X.

We need to show @;pc; H + e {v/x} : T, X, which follows from Corollary 5 and Lemma 6.

Case EVAL-CONTEXT ((E[e1],M) —q (E[€}],M"), where (e, M) = (¢!, M")):
We need to show &;pc;H - E[e]:T,X. We proceed by cases according to the structure of E[e; ].

Case soft e;:
From the typing of e, we have @;pc; H + e : R,,, X, where T = (soft R),,. By the induction hypothesis, we
have &;pc; H + e} : Ry, X, so the result follows via T-SOFT.

Cases ejlies and ep lley:
We show case e llea. The other case follows symmetrically. From the typing of e, we have @;pc; T e :
71, T. By the induction hypothesis, we have &;pc; T + ei 171, T, so the result follows via T-PARALLEL.

Case try e catch p: es:
From the typing of e, we have @;pc;H,p - ey : T, X, where T=1; nw with w =[x, (pup’) and
X = (X)/p)nX,. By the induction hypothesis, we have @;pc; H, p - €] : T, X1, so the result follows via
T-TRY.

Case let x=e¢; in e3:
From the typing of e, we have @&; pc; H + e : T1, X, where — auth+(’cl ) <pcand + X < X. By the induction
hypothesis, we have @; pc; H + ei 111, A}, so the result follows via T-LET.
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Case FAIL-PROP ((F[L1,],M) —¢q (L,,M)):

We have @;pc;H +-e: T, X and need to show @;pc;H - 1, : T, X'. From the typing of e, it follows that - H < X <
p # T, so the result follows from T-BOTTOM and T-SUBSUME.

Case BRACKET-SELECT ({[m®].xc,M) —q ([m® x.],M)):

Without loss of generality, assume S = {X; : 1:,-}(,1, p)- Then, from the typing of e, we have

giperiwsHem® : ({50} (gap))7 T
o w Faspenw

@;pC;'HI—[ms]:({x,-:’ci}(ava,p))w,T Fa<pc w =wnp FH<p

Q;pc;?—ll—[ms].xc:‘ccl‘lw',p ,

S

where T=1.Mw’ and X = p. We need to show &;pc; H + [m° .x.] : T.w', p.

By the typing of m’, we know St rectype, and so, ~ auth™(t.) < a < pcniw. Therefore, the result follows
from an application of T-SELECT, followed by T-BRACKET:

gipenwyHemS: ({x; T} (aap) ) o T

Fa<pcnw FH<p
@ipernwiH - m’ x.:Tenp,p ofw Fauth®™ (1) < pcriw
@ipe;H - [md xe]:t.nw,p

Case BRACKET-SOFT-SELECT (([soft m5].x., M) ¢ ([(soft m%).x.],M)):

Without loss of generality, assume S = {x; : 'ci}(% p)- Then, from the typing of e, we have

@:penw; H F soft mS : (soft {x; : Ti} (aap)) T T
oafw Fas<pcenw

@:pe;H - [soft mS] : (soft X Tt aap) )w T +auth™(1.) < pc w =wnanp FH=<p

@ipe;H - [soft m].x i t.nw', p ,

where T=1.nw’ and X = p. We need to show &; pc; H + [(soft m®).x.] : t.nw', p.
By the typing of m5, we know s S : rectype, and so, ~ auth™(t.) < a < pciw. Therefore, the result follows
from T-SOFT-SELECT and T-BRACKET:

@ipenw;H - soft m> : (soft {x; : T} (aap))T> T
+auth® () < pcniw w =wnanp FH=<p

@ipenw;H - (soft m>) xe:t.nw', p ofw  rauth®(t.)<pcnw

@ipe;H - [(soft mS).x.] :tenw’, p

Case BRACKET-ASSIGN (([m5].xc := v, M) ¢ ([mS.xc :=v],M)):

Without loss of generality, assume S = {x; :‘ci}(% p)- Then, from the typing of e, we have

@ipernw,H - mS: ({x;: Ti} (aap)) T T

oftw Fa<pcnw
@pc;H - [ms] f({x Tt aap) Jwe T Fax<pc gipc;HrEv:T, T
Ft'npenw<t,  Fauth™(t)<penw  H<p

@:peiH - [m*]xe=v:l,p ;

where T=1and X = p. We need to show &;pc; H + [m’ x.:=v]: 1, p.
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From + auth®™ (') < pcmw and Lemma 8, we know @;pcriw;H +v: 1, T.
application of T-ASSIGN followed by T-BRACKET:

@ penw;H »—mS:({xi:'c,'}(M,p))T,T Fa<pe
gipecnw; H vt T -1 npeniw <1,
Fauth®(t) <pcmw  +FH<xp

gipenwiH-md xe:=v:1,p

The result then follows from an

@ipe;H - [md xe=v]:1,p

Case BRACKET-SOFT-ASSIGN
(([soft m®].xc :=v,M) —¢ ([(soft m®).x. :=v],M)):

Without loss of generality, assume S = {x; : 'ci}(% p)- Then, from the typing of e, we have

@:periw; H - soft m® : (soft {x;: i} (aap)) T T

ofw Fa<pcnw
@:pe;H - [soft mS] : (soft {x;: T} (aap) Jws T gipc;Hev:t, T
Ft' npenw < T, +auth™ (') < pcnw FH<p

@;pc; H + [soft ms].xc =Vvik,p

where T =1 and X = p. We need to show @;pc; H + [(soft mS).x.:=v]: 1, p.

From ~ auth+(r') <pcnw and Lemma 8, we know @;pcriw;H +v: 1, T. The result then follows from T-SOFT-

ASSIGN and T-BRACKET:

@;penw;H - soft m® : (soft {x;: Ti} (aap)) T T

gipenw; H-v:iT, T -1 npenw <1, +auth® (") s pcnw

FH=<p

@ipenw;H - (soft m®).x.:=v:1,p

ofw

@ipe;H - [(soft mS).x.:=v]:1,p

Case BRACKET-SOFT ((soft [m®],M) ¢ ([soft m%],M)):

Without loss of generality, assume S = {X; : Ti}(a, p)- Then, from the typing of e, we have

aipcnw;, H -md ({Xi—:’c;}(avavl’))T’T
afw  Faspenw

gipe;H e [m°]: (5T} (aap) D T

@;pc; H + soft [ms] s (soft {x;: ti}(a_’a_’p))w,T

b

where T= (soft {x; 1 Ti} (q.q,p))w and X = T. We need to show @; pc; H - [soft m3]: (soft {x;: Ti} (a,a,p) )w> T- This

follows via an application of T-SOFT followed by T-BRACKET:

gipenwiH e m’ : ({5 %} wap))1: T

@;penw;H - soft m® : (soft {x; : T} (aap)) > T

oftw

@;pc; H + [soft mS] s (soft {x;: r;}(a’a’p))W,T

Case BRACKET-EXISTS
({(exists [v] asx: e else ep, M) — ([exists v as x: ] else ex],M)):

From the typing of e, we have

@ipenl;H Fv: (soft {x; T} )w, T
aftl  rauth®(r)<pcnt

@;pe;H - [v] = (soft {6 Ti}r)wre, T +auth®™(r) s pciwnt w' = auth™(r) mpersist(r) mwn/

x:({x ) wnspenw’ Hi- e i1, X @ipernw ;Hi-er: v, X

Fauth®™ (') < pcnw’

@;pcH - exists [v] as x: ej else e : T/ mw’, X1 n A,
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where T=1"nw’ and X = X1 N X,. We need to show @;pc; H - [exists v as x: e; else ex] : T mw’, X1 nA,. To do
this, we need to know that x: ({X;: T; },)w:pcnw’; H ey : T, X}, which can be demonstrated by an easy induction
on the derivation of x: ({xi—i’t;}r)wng; pcnw’;H = ep 1T, X). The result therefore follows via an application of
T-EX1STS and T-BRACKET.

@;penlyH=vi(soft {x;: T} )w, T  Fauth™(r)xpecniwnl  w” =auth™(r) npersist(r) mw
x: ({5t ) wperfnw s H e i1, X giperbnw’ ;" -er: v, X Fauth®™ (") < penfnw”

@ipcnl;H - exists vasx: ef else ey : T mw’, X nX,
W Fauth® (' mw') < pernémnw” < perd

@;pe;H - [exists vas x: eg else e]: T/ mw’ X nX,
(Note that w' = £rw'"))

Case BRACKET-APPLY
((IA(xzti)[pers Hal-er] va, M) —a ([(A(x:T1) [pey; Hiler) v2], M)):
From the typing of e, we have
x:tpesHy e it Hy

pcl‘,Hl 7
Fywr (T —— 7)1 1 type Fpc <penw

H
gipeniw; H = Ax:ty)[peysHi e : (1 pcl—lw')T,T
oafw Fpc, <penw

pCl!Hl

ag;pe;H = [Mx:ty) [peys Hil.er]: (T ——T)w, T
@pe; Hbvy Ty, T Fpcp <penw FH<H;
@;pe;H = [M(x:ty) [peys Hil-er] va:t nw, Hy ,

where T=1'nw and X = H;. We need to show @;pc; H + [(Mx:T1)[pcy; Hi)-e1) vo]: T mw, Hy.

M .
By WT2, from s (T K, )1 : type, we know + auth™ (1) wauth®(t') < pc,. Since we also know from
the above derivation that - pc; < pcmw, it therefore follows that

+auth®(11) <pcnw (11)

and + auth™(t") < pcw. From the above derivation, we also have @;pc; H + v, : T, T. Applying Lemma 8 to
this and (11), we have @;pcrw;H + v, : Ty, T. The result then follows from an application of T-APP followed
by T-BRACKET:
pCl‘rHl /
gipenw; H = A(x:ty) [pesHiler: (1) —— )1, T
@ peniw; Hi-vy i1y, T Fpcy <pcnw FH<H)
g;peniw;H = (Mx:ty)[peysHil-er) va: 1, Hy ofw  rauth®(t) <pcnw
agipe;H = [(Mx:ty) [pers Hil-er) va]: v/ nw, H,

Case BRACKET-TRY ({try [v] catch p: ex,M) —¢ {[try v catch p: e2],M)):
From the typing of e, we have
@ipenl;H, pr-vit X
afl  rauth™(t)<pcnt

g;pc;H,pr[v]:t' Nl X w= [] (pup’)
pleX,
g;perniwninteg(t' Ml);H-ex:t' Nl X Fauth™(1'mf) s pe

@ipc;H - try [v] catch prey it mlnw, (X1 /p) N ,
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where T=1 nfnw and X = (X1 /p) N ;.

We need to show
@;pe;H - [try v catch prey] -t nlmw, (X1 /p) N As.

Note that integ(t' n¢) = integ(t') M £ and auth® (') = auth™ (t'n¢) = auth™ (' m¢mw). The result then follows
from S3, T-SUBSUME, T-TRY, and T-BRACKET:

integ(t) N/ < integ(t’)

Gipenl;H,prv:t, X Ft <t e
@;penlyH,prv:t nl X w= [ (pup”)
p'eXy
g;penlfnwninteg(t'nl);H e :t'nl, X, +auth™(t'nl) <pen/
@;penlyH - try v catch pr ey ' mlnw, (X1 /p) n&s
ol  rauth™(t'mlnw)<pcnt

@;pe;H - [try v catch prex] : T nlmw, (X1 /p)n&s

Case BRACKET-IF ((if [v] then e] else ex, M) —¢ ([if v then e; else e2],M)):

From the typing of e, we have

@;pcnl;H +v:bool,, T VY
@;pc; H + [v] : boolyyme, T gipenwnl;H - e v, X (V) +auth®™ (') <pcnwn?

@;pc; H - if [v] then e) else ex : T Mwnl, X N A, ,

where T=7 nMwn{ and X = X; NX,. We need to show @;pc;H + [if v then ey else ex]: T Mwnl, X1 nX,.
Since auth® (7' mw) = auth™ (') and +~ pcwn £ < pcr¥, we therefore have + auth™ (' mw) < pcr£. The result
then follows from T-1F and T-BRACKET:

@;pcnl;H +=v:booly,, T
gipernbnw,H e v, x; (V) Fauth®™(t') < pcnfnw

@;pcnl;H - if vthen e else ey : T Mw, XN A ot/ +auth® (' mw) < pcnt

@;pe;H + [if vthen ey else e ] : T/ mwnl, X1 N A&,

Case BRACKET-LET ((let x=[v]in e;,M) —q ([e1{[v]/x}],M), where v+ L, for all p):
By Lemma 8, we know [v] can be typed with T effect. Therefore, from the typing of e, we have
gipenlyHev:t T
VE +auth® (1) <pcnt

gipe;He[v] ' ne,T +auth™ ("' n¢) <pc
w=integ(t"n¢)  x:t'nlpenwiHie it X +auth™(t') < perw

gipe;H-letx=[v]ine : T mw,X ,

where T =1 nw. We need to show @;pc;H + [e1 {[v]/x}]: T nw, X.

From the derivation above, we know @;pc; H + [v] : 7/ n¢, T. Since auth® (1" n¢) =auth™ ("), from - auth* (") <
pcrd above, we have - auth® (1" n¢) < pcn /. Therefore, by Lemma 8, we know

gipenlyH - [v] T ne,T. (12)

From the derivation above, we also know x:1”/ n¢;pcriw; H - ey : v/, X. By definition, - w < £, so by Corollary 5,
we know x:t"' né;pcnl;Hep : v, X. Applying Lemma 6 to this and (12), we have

@ipenlyH - e {[v]/x} 1 nw, X.
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Since auth™ (1’ mw) = auth®™ (') and - w < £, from + auth™ (t’) < pcmw above, we have

Fauth®™ (1 mw) <pcnl.

Finally, by Lemma 7, we have - H < X.
The result, then, follows from T-SUBSUME and T-BRACKET:
gipenlyH e {[v]/x}:t nw, X
FH<X
g;penlyH e {[v]/x}:t nw, X ofl  +auth™(t'nw)<pen/
g;pe;H - [er{[v]/x}]: T nwnt,x

Case DOUBLE-BRACKET (([[v]],M) »q {[v],.M)):
From the typing of e, we have
gipenl;He[v]:t', X  a£f  rauth™ (1) <pen/
g;pe;H[[v]]: 1 ne, X ,

where T =1'n/{. We need to show &;pc;H + [v]: 7' n¥,X. By Corollary 5, we know @;pc;H + [v]: 1/, X. The
result then follows via S3 and T-SUBSUME:
integ(t') M/ < integ(t')
gipe;H - [v] v, X Ft <t nd
gipe;H e [v]:t'nl,x

Case BRACKET-CONTEXT (([e],M) —¢ ([€]],M"), where (e;,M) —¢ (e],M')):
From the typing of e, we have
gipcnlyHie:T, X  afl  r~auth™(t')<pcnt
gipe;H e [er]: T nl, X ,

where T=1'1¢. We need to show @;pc; H + [e]]: T, X.
By the induction hypothesis, we have @;pc¢;H + e} : T/, X. The result follows by T-BRACKET:

gipcnliHiep:t, X oafl  rauth™(t")<pent
gi;pe;H e [ef] T nt, X

Case BRACKET-FAIL ((F[[L,]],M) »q ([Lp],M)):
We need to show @&;pc;H - [1,]: T, X. We proceed by cases according to the structure of F[[L,]].

Case soft [L,]:
From the typing of e, we have

pET FH=<p
@ipenwyH Ly iRy, p afw +auth®™(Ry) < pcriw
@ipe;H - [Lp]: R, p
@;pe;H - soft [L,] : (soft R),,, p ,

where T = (soft R),, and X = p. The result follows via T-BOTTOM and T-BRACKET:

pET FH<p
gipeniw;H - L, : (soft R)7,p ofw +auth® ((soft R)1) <pcrniw
@ipc;H - [1p]: (soft R),,p
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Case let x=[1,] in es:
From the typing of e, we have
p#ET FH<p
@ipenl;Hi- 1, :Ty,p oafl  +auth™ (1)) <pcnd

gipe;HE[Lp]:tind,p
Fauth™ (1) <pc  w=pninteg(t;n¥)
x:tnlpenw,Hier: 1, X Fauth™ (1) <penw

gipc;Hletx=[L1,]iney:nw,Anp ,

where T=1,NMw and X = X, N p. By construction, - w < ¢, so we know ot ¥ w. By Lemma 7, we also know
+H < &> 1 p. The result follows via T-BOTTOM, T-BRACKET and T-SUBSUME:
p*ET FH<p

@pecnw;H = 1,72, p
oafw  rauth™ (1) <pcnw

Fipe;HE [Lp]: T2, p FH<Xnp FXnpsX,

gipc;Hi-[Lp]:Tanw, Xonp

We now show that well-formedness is also preserved during execution.

Lemma 10 (Well-formedness preservation). If (e,M) is a well-formed configuration wherein e is well-typed, and
(e,M) takes an —, transition, then the new configuration {e',M') will also be well-formed:

l—‘["wf] (e, MYAD;pe; Hi-e:T, X Ae,M) >y (&' ,M') 3l—([xwf] (e',M').

Proof. First, note that dom(M) € dom(M"). This can be shown by an easy induction on the derivation of (e, M) —¢
(', M").

We prove the lemma by induction on the derivation of {e,M) —¢ {¢/,M’). Given {e,M) —¢ {e’,M"), the proof
proceeds by cases according to the evaluation rules.

Rules DANGLE-SELECT, DANGLE-ASSIGN, PARALLEL-RESULT, TRY-EScC, FAIL-PROP, and BRACKET-FAIL,
are trivial base cases in which locs(e’) = @ and M’ = M. Rules SELECT, and SOFT-SELECT follow from the definition
of r—‘[‘w A M.

Rules APPLY, EXISTS-TRUE, EXISTS-FALSE, TRY-VAL, TRY-CATCH, IF-TRUE, IF-FALSE, LET, BRACKET-
SELECT, BRACKET-SOFT-SELECT, BRACKET-ASSIGN, BRACKET-SOFT-ASSIGN, BRACKET-SOFT, BRACKET-EXISTS,
BRACKET-APPLY, BRACKET-TRY, BRACKET-IF, BRACKET-LET, and DOUBLE-BRACKET follow because in these
cases, locs(e’) c locs(e), M’ = M, and root(m>,e") = root(m®e).

Rule GC follows from the fact that '_Ewa] M and that minimal collectible groups must be disjoint.

Rules a-CREATE and a-ASSIGN follow trivially from the transition rules.

Rule a.-FORGET follows from the fact that '_([xwf] M.

Case CREATE (({ﬁ}S,M> —a <mS,M[mS > {m}]), where m* is fresh and S = {X;: 7; }):
We show &; T; T+ v; : T;, T for arbitrary i; the rest of this case follows from l—‘["wf] (e, M).
From the typing of e, we have @&; pc; H + v; : T;, T. From this, the result follows via Lemma 8 and T-BRACKET.
Case ASSIGN (<m5.xc = v,M) —a (* »a D, M[mS = vrg *cc]>, where S = {m}(w)):
From the typing of e and by T-SUBSUME, we have &;pc;H +~v:1.,7. By Lemma 8, we have &; T;T+v:1.,T,
and the rest of this case follows from h([)‘wf] (e,M).
Case SOFT-ASSIGN (((soft m%).xc := v, M) = (V' »q (ar1 p),M"), where (m5 x. := v, M) 5 (v ,M")and S = {m}(a’p)):
If M(m®) = L, then we have locs(e’) = @ and M’ = M, and the result follows.
Otherwise, M(mS) # 1, so from the definition of '_([wa] <(soft mS).xc = v,M), we can obtain '_([xwf] (ms.xc = v,M},
and the rest follows similarly to the previous case.
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Case EVAL-CONTEXT ((E[e;],M) —q (E[¢}],M'), where (e;,M) 5> (e} ,M")):
Since '_([wa] (e,M), we know I—([xwf] (e1,M). Proceeding by cases according to the structure of E[e;], in each
case we have @;pc;; Hi Fe1 : T1, & (for some pc;, Hi, T1, and X}). So, by the induction hypothesis, we have

'_([xwf] (€},M"). From this and the fact that l—‘["wf] (e, M), the result follows.

Case BRACKET-CONTEXT ({[e1],M) —¢ ([¢}|],M"), where (e1,M) = (¢}, M")):

Since '_([XWf] (e,M), we know 2 . (e;,M). From the typing of e, we have @;pc’;H + e : 71, X, for some

appropriate pc’ and T;. So, by th[:];]nduction hypothesis, we have l—‘["w . (e],M"), and therefore l—‘["wﬂ (e',M').
O
Corollary 11 (Preservation).
|—‘["Wf] (e, MYADipc;Hi-e:T, X Ae,M) =5 (&' ,M')
:>|—‘[wa] (!, M'Yrng;pc;HEe i1, X
Proof. This follows from Lemmas 9 and 10 by induction on the number of —, transitions taken. O
Corollary 12 (Preservation (nonadversarial execution)).
Fiwg] (€M) ABspesH - e: T, X A e, M) -7 (', M)
=] (" M'Yrng;pc;HEe T, X
Proof. This follows by Corollary 11 and the definition of ,,q (e, M). O

Lemma 13 (Progress). Let (e,M) be a configuration wherein e has type T and effect X, and the locations appearing
in e are mapped by M. Then either e is a value, or {e,M) can take an 55 transition:

@;pc;H-e:1,X Alocs(e) € dom(M)
= e¢isavaluev e M. (e,M) > (' M)

(Doubly bracketed values are considered expressions and not values.)

Proof. By induction on the derivation of @;pc;H +e: T, X. We proceed by cases according to the syntax of e. Note
that since e is typed in an empty type context (I" = &), we must have FV(e) = @.
Casee=v:

Trivial since e is a value.

Case e =v; vy:

From the typing of e, we know that v; is a value with an arrow type and T effect, so it is either an abstraction
AM(x:T1)[pe;;Hi).ep or a bracketed value [v/]. In the former case, by APPLY, we have

(e,M) = ((Mx:t1)[pcisHil er) va,M) 5 (e1{vo/x},M).

In the latter case, by BRACKET-APPLY, we have (e, M) = ([V|] v, M) = ([V}| v2],M).

Case e = if v then e; else e3:

From the typing of e, we know that v is a value with bool type and T effect, so either v| = true, v| = false, or v{
is a bracketed value [V} ]. If v| = true, then by IF-TRUE, we have (e, M) = (if true then e, else e3,M) <> (e2,M).
If v; = false, then by IF-FALSE, we have (e, M) = (if false then e; else e3,M) <> (e3,M). Otherwise, v; = [V}]

and by BRACKET-IF, we have (e, M) = (if [V|] then e else e3,M) = ([if v/ then e, else e3],M).
Case e = {x; = v; }":

Trivial by CREATE.
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Case e = v.x.:

From the typing of e, we know v is a value with record type and T effect, so it is either a bracketed hard reference
v= [ms]), a bracketed soft reference (v = [soft mS]), a hard reference (v = m%), or a soft reference (v = soft m®).

In the first case (v = [m®]), by BRACKET-SELECT, we have (e, M) = ([m’].x., M) 5 ([m5 x.],M). In the second

e

case (v = [soft m%]), by BRACKET-SOFT-SELECT, we have (e, M) = <[soft mS].xC,M> - ([(soft mS).xC],M).

In the third (v = m5) and fourth (v = soft m%) cases, assume without loss of generality S = {x;: ’ci}(a, ) Since
locs(e) € dom (M), we must have m’ € dom(M). There are two sub-cases to consider. In each sub-case, we will
show (ms.xc,M > 5 (v, M), for some V"', thereby proving the case of a hard reference (v = m®). The case of a

soft reference (v = soft m%) follows by SOFT-SELECT: ((soft m®).xc,M) S (V" v (anp),M).

1. Case M(m3) # L:
Without loss of generality, assume M (m3) = {x;=v;}. Then, by SELECT,

(mS.xC,M) 5 (ve »ap,M).

2. Case M(m’) = L:
By DANGLE-SELECT, {m’.xe,M) = (1, »q p,M).

Case e =v.x. ="

From the typing of e, we know that v is a value with record type and T effect, so it must be either a bracketed
hard reference (v = [m3]), a bracketed soft reference (v = [soft m°]), a hard reference (v = m®), or a soft reference
(v = soft m%).

In the first case (v = [m5]), by BRACKET-ASSIGN, we have (e, M) = ([m®].x. :=v/,M) > ([m5.x. :=V'],M).
In the second case (v = [soft m3]), by BRACKET-SOFT-ASSIGN, we have (e,M) = ([soft mS].xe = v’,M) 5
([(soft m%).xc :=v'],M).

S S

For the remaining cases, suppose v = m’ or v = soft m>. Then, since locs(e) € dom(M), we must have m® €
dom(M). Without loss of generality, assume S = {x; : Ti} (4, ). From the typing of e, we also know that ' is
a value with T effect, so v/ # 1, and v' # [1,/] for all p’. There are two sub-cases to consider. In each sub-

case, we will show (m5.x.:=v', M) = (v, M"), for some v'"" and some M’, thereby proving the case of a hard
reference (v=m?). The case of a soft reference (v = soft m%) follows by SOFT-ASSIGN: ((soft mS).xc = v’,M) 5
(V" v (anp),M’).

1. Case M(m®) # L:
Without loss of generality, assume M (m%) = {x; = v;}. Then, by ASSIGN,

(mS.xc = v',M) 5 (* o P, M[m® x>V ’a’cc])~

2. Case M(m%) = L:
By DANGLE-ASSIGN, (m5.xc :=v/,M) = (1, »o p,M).

Case e =exists v as x: e else e;:

From the typing of e, we know that v is a value with soft reference type, so it is either a bracketed value (v =[v'])
or a soft reference (v = soft m%).

In the first case (v = [v']), by BRACKET-EXISTS, we have

(e,M) = (exists [v'] as x: e else ex, M) —> ([exists v/ asx: e else 2], M)
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The second case (v = soft m%) splits into two subcases. Assume S = {x; : ri}(aﬁp) without loss of generality. If
M(mS) # L, then by EXISTS-TRUE, we have

(e,M) = (exists soft m® as x: e else Ez,M) 5 ((el{ms/x}) > (al‘lp),M)
Otherwise, M(m3) = 1, and by EXISTS-FALSE, we have
(e,M) = (exists soft m® as x: e; else e, M) 5 (ex v (anp),M)

Case e =soft ey:

From the typing of e, we know that @;pc;H + e; : R,,, X, where T = (soft R),,. Since locs(e) € dom(M), we

must also have locs(e1) € dom(M), so by the induction hypothesis, either e is a value or (e;,M) ~ (e, M),
for some ¢ and M'. There are four cases to consider:

1. ejisavalue 1,
2. e is a bracketed value [v],
3. e; is some other value, and
4. (e1,M) > (e, M").
In case 1, by FAIL-PROP, we have (e,M) = <soft L,,,M) 5 (L,,,M).
In case 2, by BRACKET-SOFT, we have (e, M) = (soft [v],M) < ([soft v],M).
In case 3, e; must be a hard reference mS, s0 e = soft m® is also a value.
In case 4, by EVAL-CONTEXT, we have (e, M) = (soft e;,M) <> (soft e/ ,M").
Casee=ejlies:

From the typing of e, we have @;pc;T +e; : T;, T for i € {1,2}. Since locs(e) € dom(M), we must also have
locs(e;) € dom (M), so by the induction hypothesis, either e; and e; are both values, or (without loss of general-
ity) (e1,M) = (¢}, M"), for some ¢/ and M’

If ¢; and e, are both values, then by PARALLEL-RESULT, we have (e,M) = (e; iea, M) ~> (%, M).
Otherwise, by EVAL-CONTEXT, we have (e, M) = (e} llea, M) <> (| ez, M").

Case e = try e; catch p: e;:
From the typing of e, we have @:pc;H, p + ey : 71, X, where T=1; mw with w =[,scx, (pup"). Since locs(e) <

dom(M), we must also have locs(e; ) € dom(M), so by the induction hypothesis, either e; is a value or (e, M)~
(e],M"), for some e| and M'. There are five cases to consider:

. eyisavalue L,y and - p<p/,

. erisavalue L,y and p £ p/,

1

2

3. e is a bracketed value [v],
4. ey is some other value v, and
5

e, M) S (e, M").
In case 1, by TRY-CATCH, we have (e, M) = (try 1, catch p: ez,M) 5 (er,M).
In case 2, by TRY-ESC, we have (e,M) = (try L,/ catch p: e;,M) 5 (LPI,M>.
In case 3, by BRACKET-TRY, we have (e, M) = (try [v] catch p: es, M) <> ([try v catch p: e;],M).

In case 4, by TRY-VAL, we have (e, M) = (try v catch p: ey,M) <> (v,M).
Finally, in case 5, by EVAL-CONTEXT, we have

(e,M) = (try e; catch p: es,M) > <try e catch p: ez,M')
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Casee=letx=ejines:
From the typing of e, we have &;pc;H + e; : 11, X). Since locs(e) € dom(M), we must also have locs(e;) ¢

dom (M), so by the induction hypothesis, either e is a value or (e;,M) = (¢}, M’), for some ¢} and M’. There
are five cases to consider:

1. ey is a bottom value 1,
2. ey is a bracketed bottom value [1,],
3. ey is some other bracketed value [v],
4. ej is some other value v, and
5. (e1,M) S (ef M),
In case 1, by FAIL-PROP, we have (e,M) = <Iet x=Llpin ez,M> 5 (ip,M).
In case 2, by BRACKET-FAIL, we have (¢, M) = (let x=[1,] in s, M) 5 ([Lp],M).
In case 3, by BRACKET-LET, we have (e, M) = (let x = [v] in e2,M) = ([e2{[v]/x}], M).
In case 4, by LET, we have (e,M) = (let x = v in ez, M) <> (e2{v/x},M).
In case 5, by EVAL-CONTEXT, we have (e, M) = (let x= 1 in e2,M) <> (let x = ¢/ in ez, M").
Casee=[¢']:

From the typing of e, we have @;pc’;H + e’ : T/, X. Since locs(e) € dom(M), we must also have locs(e’) ¢
dom(M), so by the induction hypothesis, either ¢’ is a value or {¢/, M) < (¢",M’).

If ¢’ is a bracketed value [v], then by DOUBLE-BRACKET, we have (e,M) = ([[v]],M) < ([v],M).

If ¢’ is some other value v, then e = [v] is a value.

e

Otherwise, by BRACKET-CONTEXT, we have {e,M) = ([¢'],M) — ([¢"],M").

O
Corollary 14 (Soundness of [Apesist|)-
F?Wf] (e, MYnaspe;Hi-e:T, X )
= (e,M) f viveVal,M’'. (e, M) = (v,M")
Proof. This follows from Corollary 11 and Lemma 13 by induction on the number of Z transitions taken. O

8.4 Security relation

The key to proving both referential integrity and immunity to storage attacks is to show that the adversary cannot
meaningfully influence the high-integrity parts of the program and memory. This property is similar to noninterfer-
ence [10], and similarly can be expressed using a security relation on configurations. Two configurations are related if
they agree on all high-integrity parts of the program and of the memory.

The property states that for any execution influenced by the adversary, there is a corresponding, related execution
in which the adversary is not present. Hence, the adversary’s influence is not significant. More precisely, each config-
uration {(e;, M) reached via the language augmented by adversarial transitions must be related to some configuration
(e2,M>) reachable by purely nonadversarial execution. This is a possibilistic security property, which is problematic
for confidentiality properties [21], but is acceptable for integrity.

Because the two executions being compared operate on different heaps, with the adversary behaving differently
in the two executions, the addresses chosen during record allocation may differ. However, the structure of the high-
integrity part of the heap should still correspond. A high-integrity homomorphism ¢ is used to relate corresponding
locations in the two heaps that are high-integrity or high-persistence. High-integrity homomorphisms are injective,
preserve location types, and are isomorphisms on both high-integrity and high-persistence locations.
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Figure 12: Security relation on expressions in [Apersis ]

Definition 11 (High-integrity homomorphism). An injective partial function ¢ : dom(M;) — dom(M>) is a high-
integrity homomorphism from M to M, if it satisfies the following:

e Injective: mfl # mgz A {mf1 ,m§2} c dom(¢) = ¢(mf‘) + q)(mgz);
* Type-preserving: m‘gz = q)(mfl) =81 =8, and

o Isomorphous when the domain and range are restricted to the high-integrity and high-persistence locations in
M, and M5:
¢|D : D > R7

where D = {m® e dom(My) | + o< integ(S)v - a < persist(S)} and R = {m’ e dom(M,) | + o< integ(S)V +
o < persist(S)}. The notation integ(S) denotes the integrity of a record with type S: the least upper bound of its

fields’ integrity.
integ({xi : Ti}s) = |_]integ(t;)
1

We are now ready to define our security relation on expressions. An expression e is considered to be related to e,
via a high-integrity homomorphism ¢, written e; mg ey, if e is equal to e; (modulo bracketed expressions) when the
memory locations in e; are transformed via ¢. This is defined formally in Figure 12.

To ensure that high-integrity dereferences yield related results, we also define a security relation on memories:
M, and M, are related via ¢, written M mg M,, if two conditions hold for each location m’ € dom(¢). If m® is not
deleted, then ¢(m®) maps to a related record. Otherwise, if m® is deleted, high-authority, and high-persistence, then
so is ¢(m>).

Definition 12 (Security relation on memories). Two memories, M| and M3, are O-related, written M mﬁ My, if for any
location m® € dom(¢),

1. ifm® is not deleted, then O(m*®) maps to a ¢-related record; and

2. ifmS is a deleted high-authority, high-persistence location, then so is ¢(m>).
def.
M1~ My <L S e dom(9).

(M (%) = 1= Mo (9(m®)) # 1AMy (m°) fy Ma(0(m°)))
A (F o< auth™(S) npersist(S) AM; (m%) = L = My (0(m5)) = 1)
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These two security relations induce a security relation on configurations:

def.
(e1,My) ~ (€2, M) — e; ~d ey AMy ~Y M.

A [Apersis: | program has limited adversary influence if related initial configurations produce related final configurations.
We now see that the language [Asis | enforces security, because all well-formed programs do have limited adversary
influence.

8.5 Referential integrity

Theorem 1 formalizes the referential integrity result, showing that the adversary has limited influence on program
execution: execution in the presence of an adversary is ¢-related to a nonadversarial execution.

Theorem 1 (Referential integrity). Assume (e1,M) is a well-formed configuration and (e»,M>) is a well-formed,
nonadversarial, §-related configuration, such that e\ and ey have type T and M is well-formed:

Fhu (€M) A g (e, M) A (er, M) ~o, (€2,M2)

A Gipe;HEe i T,X A @ipe;Hi-er:T,X A r—%wﬂ M,
Suppose (e1, M) takes some number of steps in the presence of an adversary to another configuration (e},M1). Then
either (ey,M») diverges, or it can take some number of steps in the absence of an adversary to another configuration

e, and there exists a nigh-integrity homomorphism rom to that extends Q, such that (e, 1§ relate
5, M} and th ists a high-integrity h hism ¢’ M to M)y th d h that (e}, M) is related
1o (€}, M}) via ¢':

(e1,My) —g (e}, M7) A= (e2, M) 1

= Jey, M5, 0", (ex,Mr) —* <e§,M§) A (ei,M{) ~d (eé,Mé) A= ¢'|dom(¢)
To prove this, we first need to prove a few preliminary results about garbage collection, given by Lemmas 15-25.

Lemma 15. Let e be well-typed in a low-integrity context. Assume that if e is a memory location, then it is low-
authority. If m® is a GC root in e, then m® must be low-authority:

Tipe;HEe:t,X Ao pe
A(e edom(M) = o auth™ (1)) Aroot(m, e)
= o £ auth™ (S)

Proof. By induction on the derivation of root(m®,e).

Case R1 (e =m5):
Without loss of generality, assume S = {X; :T; } (4 ), Where o # a. We have T= ({X; T} (4.q,p) )7, 50 auth™ (1) =
auth®(S) and the result follows trivially.

Case R2 (e = soft ¢/, where me’. e+ m‘f/):

From the derivation of root(m3,e), we have root(m%,¢’). From the typing of e, we have I';pc;H e’ : R, X.
Therefore, the induction hypothesis applies, and the result follows.

Case R3 (e={x; = vi}sl):
From the derivation of root(m®,e), we have root(m>,v.) for some c.

From the typing of e, we know [;pc;H + v. : T, T, where + auth™(t') < pc. From this, we also know o #
auth® (7).

Therefore, the induction hypothesis applies, and the result follows.
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Case R4 (e =v.x):
From the derivation of root(m®,e), we have root(m>,v).
From the typing of e, we have T';pc;H +v: 1/, T, where either v = ({m}(aJr,a’,p))W with - a* <pc, or 1’ =
(soft R),, for some R. We therefore know o # auth™ (1').

Therefore, the induction hypothesis applies, and the result follows.

Case R5 (e=vi.x:=wy):
From the derivation of root(m®,¢), we have root(m>,v;), for some i € {1,2}.
From the typing of e, we know [';pc;H vy : T/, T (where either T = ({x; 1 Ti} (4+ 4 p) )w With - a* < pc, or
v’ = (soft R),, for some R) and T;pc;H v, : 7”7, T, where + auth™ (t”) < pc. Therefore, o # auth®(t’) and
o # auth™ (7). So, the induction hypothesis applies for i € {1,2}, and the result follows.
Case R6 (e=A(x:1")[pc’;H'].€'):
: / I doagl Il gl , p' H
From the typing of e, we know ¢ T: type, - pc’ <pc, and I',x:T;pc"sH =€ : T, H', where T=17 ——

7. Since o £ pc, we have o £ pc’. From +,,T: type, we know + auth (1) < pc’, so we therefore know

o # auth*(t”"). From the derivation of root(m®,e), we know root(m>, e’). Therefore, the induction hypothesis
applies, and the result follows.

Case R7 (e=vy v):
From the derivation of root(m°,e), we have root(m>,v;) for some i € {1,2}.

. _/7HI "7,}"[,
From the typing of e, we know T;pc; H + vy : (T LihladN T, T, Tipes H v 0, T, and -, (T Lkl )y : type,
with + pc’ < pc. Therefore, o £ pc’.

7y
From the derivation of -, (7’ xr, ), : type, we have - auth™ (t') < pc and + auth™ (1) < pc. We therefore
know o # auth™ (1').
So, the induction hypothesis applies for i € {1,2}, and the result follows.

Case R8 (e=letx=e1 iney):
From the derivation of root(m®, ), we have root(m,e;), for some i € {1,2}.

From the typing of e, we know I';pc;H - e1: v, Xy and T, x:t'; pc’ s H - ep : v/, &, where + auth™ (t') < pc, pc’ =
pcriw, and - auth® (") < pc’, for some w. Therefore, it follows that o £ pc’, o £ auth™ (1), and ot £ auth™ (t”/).

So, the induction hypothesis applies for i € {1,2}, and the result follows.

CaseR9 (e=ejliez):
From the derivation of root(m®,e), we have root(m®,e;) for some i € {1,2}. Without loss of generality, assume
i=1.
From the typing of e, we know I';pc; T e : 11, T and - auth™ (11) < pc. From this, we also know o # auth™ (t;).

Therefore, the induction hypothesis applies, and the result follows.

Case R10 (e =if vthen e else e7):

From the typing of e, we know I';pc;H + v : bool,,, T and Tipcniw;H +e; : v/, X; (for i € {1,2}), where +
auth®(t’) < pc. From this, we therefore know o # auth™ (1').

From the derivation of root(m®,e), we have either root(m>,v) or root(m,e;), for some j e {1,2}. In all cases,
the induction hypothesis applies, and the result follows.
Case R11 (e=existsvasx: ej else ep):

From the typing of e, we know [;pe;H + v : (soft {x;:T;},)w, T and Tispenw’; H - e;: v/, X (for i € {1,2}),
where + auth™ (") < pcniw’. From this, we therefore know o # auth™ ().

From the derivation of root(m®,e), we have either root(m>,v) or root(m?,e;), for some j e {1,2}. In all cases,
the induction hypothesis applies, and the result follows.
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Case R12 (e =try e; catch p: e;):
From the derivation of root(m®, ), we have root(m,e;), for some i € {1,2}.

From the typing of e, we know I;pe;H,p - eq : v, X and [i;pc’;H v ey : T/, X, where + pc’ < pc and +
auth™ (') < pc. From this, we also know o # pc’ and o # auth*(7").

So, the induction hypothesis applies for i € {1,2}, and the result follows.
Case R13 (e=[¢]):
From the derivation of root(m®,e), we have root(m®,e’).

From the typing of e, we know I';pc’;H e’ : T/, X, where + pc’ < pc and - auth™ (t') < pc. From this, it follows
that o0 £ pc’ and o auth™ ().

Therefore, the induction hypothesis applies, and the result follows.

O

Lemma 16. Suppose m’

high-authority type.

is a high-authority location that is a GC root in the well-typed value v. Then v must have

Fa < auth®™ (8) Aroot(m® V) A@:T;THv:T, T
= o< auth®™ (1)
Proof. Since root(m3,v), the value v must either be equal to m°, be a lambda abstraction A(x:1)[pc;H].e, or be a
bracketed value [v'].
Case v =m>:

We therefore have @; T; T~ m® : 7, 7. So + auth* (§) < auth*(t). Therefore, - 0. < auth™ (1), as desired.
Case v=A(x:1)[pc;H].e:

. . pe,H
From the derivation of root(m°,v), we have root(m®,e). So, we must have T =1, —— Ty, for some T; and
some T,. Therefore, auth™ (1) = pc.

H
Suppose o # pc. From the typing of v, we know x:T1;pc;H - e: T, H and -, Ty Ll Ty : type. Therefore,
we also know + auth®(1,) < pc, and hence, o # auth™(12). Since root(m®,e), by Lemma 15, we must have
o # auth®(S), a contradiction. So, we must have - & < pc = auth* (1), as desired.

Casev=[V]:

From the derivation of root(mS ,v), we have root(mS ,v"). From the typing derivation of v, we know @;£; T V' :
v/,7 and + auth* (') < £, where a # £. Therefore, o # auth™(t’). Since root(m®,v"), by Lemma 15, we must
have a # auth*(S), a contradiction. This case therefore holds vacuously.

O

Lemma 17. Suppose m® is a high-authority location that is noncollectible in the configuration (v,M), where M is

well-formed and the value v has type t. Then T must be high-authority.

r—f‘wf] MAF o< auth®(S) anc(m®, (v M) A@;T;THV:T, T

= a<auth™ (1)
Proof. By induction on the derivation of nc(m®, (v, M)).

Case NC1:

We have root(m>,v). The result follows via Lemma 16.
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Case NC2:

We have root(mf1 V), M(mfl) = {x;=v;}, and nc(m5,(v.,M)) for some c. Without loss of generality, assume
S1 = {x,' : ‘Ci}(a’p). From '_([xwf]
to obtain + o < auth®(t.). From I—([lwf] M, we know F,S; : rectype, and therefore, - auth™(t.) < a. Hence,

M, we have &; T; T + v, : T, T. Therefore, we can apply the induction hypothesis

+ o< a=auth*(S). The result follows via Lemma 16.
O

Corollary 18. Suppose mS is a high-authority location that is noncollectible in the configuration (mf' M > where M

is well-formed. Then mf‘ is high-integrity, high-authority, and high-persistence.

s
F‘[‘Wﬂ MA F < auth*(8) Anc(m®, (ml' ,M))
= F o < integ(S) ) mauth™ (S1) npersist(S;)
Proof. Since i—‘["wﬂ M, we must have S| : rectype, and so, - auth®(S;) < integ(S;) npersist(S;). It therefore
suffices to show that mfl is high-authority. This follows from Lemma 17. O
Lemma 19. Ler m® be part of a group G that is collectible in (e,M). If mS is noncollectible in <mf1 ,M), then mfl

must also be in G.
gc(G,(e,M)) Am’® e G A nc(mS,<mf1 ,M)) = mf‘ €eG

. . - s
Proof. By induction on the derivation of nc(m®, (mll M ))

Case NC1:

We have root(mS7 mfl ). From this, it follows that mfl =mS, and the result follows trivially.

Case NC2:
We have M(mf‘) = {x;=v;}, and nc(m’,(v.,M)) for some c. Suppose root(mgz,vc) for some mgz € G. From
this, we know root(mg2 M (mf1 )), and from the definition of gc(G, (e,M)), we have mfl € G, as desired.

We proceed by cases according to the derivation of nc(m®, (v.,M)) to find such an mgz.

Case NC1:
We have root(m>,v.), so choose mgz =m5.
Case NC2:

We have root(m‘;*%,vc), M(mi’) = {x;=u;}, and nc(m’, (u.,M)) for some m§3 and some ¢’. It therefore

follows that nc(m®, <m§3 M >) So, we can apply the induction hypothesis to obtain mg3 € G. Therefore, we

S S
can choose n;* = .

O

Lemma 20. All locations in a collectible group are collectible:
gc(G,(e,M)) Am® € G = —nc(m®,(e,M)).

Proof. By contradiction. Let m® € G be such that nc(m5, (e,M)). We proceed by cases according to the derivation of
nc(m’, (e,M)).

Case NC1:

We have root(m5, ¢). But from the definition of gc(G, (e, M)), no such m’ can exist; a contradiction.
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Case NC2:
We have root(mf1 ,€), M(mfl )={x;=v;},and nc(m5, (v.,M)) for some c. From this, it follows that nc(m®, (m‘lg‘ ,M)).

Therefore, by Lemma 19, we have mfl € G. So, from the definition of gc(G, (e,M)), we have —woot(mf‘ ,e), a
contradiction.

O
Lemma 21. Let C < dom(M) be a set of locations that are collectible in a configuration (e,M):
VmS € C. anc(m®, (e,M)).

Then there is a collectible group that contains C. In particular, let G be the largest superset of C such that from every
location in G, some location in C is reachable through a chain of hard references:

Vi € G. 3mj" € C.nc(m)', (i, M)). (13)

Then G is a collectible group: gc(G, (e,M)).

Proof. Suppose G is not a collectible group. Then either G contains a GC root in e, or there is a location outside G
with a hard reference into G.
Suppose G contains a GC root m> in e: m® € G Aroot(m3,e). By construction of G, let mf' € C be a location

reachable through a chain of hard references from m?: nc(mf1 ,(mS,M)). If M(m®) = L, then from the derivation of

S = m‘lg‘, and so from root(m®,e), we know nc(m‘l91 ,{e,M)), a contradiction. Other-

wise, assume M (m3) # L and m5 # m‘?l . Let v; be such that M(m%) = {x;=v;}. From the derivation of nc(m‘lg' , <mS,M)),
we know there exists a ¢ such that nc(mf] ,{ve,M)). Therefore, by NC2, we have nc(mf1 ,{e,M)), a contradiction.

Otherwise, let m> ¢ G be such that M(m®) has a hard reference to some mgo €G: root(mg",M (m®%)). By construc-

nc(m‘l91 , (mS7M>), we must have m

tion of G, let mf‘ € C be a location reachable through a chain of hard references from m(S)O: nc(m‘l91 , (m(s)o M >)

We presently show that nc(mf1 , (M(ms),M>). If M(mgo) = 1, then from the derivation of nc(mf1 , (mg(’,M>), we
must have mgo = mf' , and so from root(mgO,M(mS)), we know nc(mfl , (M(ms) 7M)). Otherwise, assume M(mgo) #1
and mg" # mfl . Let v; be such that M (mgo) = {x;=v;}. From the derivation of nc(mf1 , (mgo M )), we know there exists
a ¢ such that nc(mf1 ,(ve,M)). Therefore, by NC2, we have nc(mf1 , (M(mS),M)).

So, we know nc(mfl , <M(m5),M)). It therefore follows that nc(mfl , <mS,M>). So, Gu{m®} is a set larger than G
satisfying property (13), a contradiction. O

Lemma 22. Let ey and ey be well-typed related expressions, and suppose ([)(mS) is a high-authority GC root of e.
Then m® is a GC root of ey.

el mg exnDipe;H e 1, X Alpe;Hi-ex: T, X
A+ o< auth® (8) Aroot(0(m’),e;)

= root(m>,e;)

Proof. By induction on the derivation of root(¢(m>),e;). Since e, is well-typed, by Lemma 15, we know that case
R13 holds vacuously. O

Lemma 23. Suppose M| and M, are well-formed memories. Let ¢ be a high-integrity homomorphism such that
M, zg My. Let m’ and mf' be locations in M| mapped by 0. Assume mf' is high-authority and high-persistence. If

nc(@(m"), (0(m®),M2)), then nc(m3', (mS, M1 )):
'_E(wﬂ Ml/\ I—([xwf] M2 /\Ml %g M2

A+ o< auth®(Sy) mpersist(S1) Anc(¢(m]"), (0(m®),M>))

:nc(mf‘,(mS,Ml)).

40



Proof. By induction on the derivation of nc(d)(m‘lg' ), (¢(ms),M2)).
Case NC1:

We must have ¢(m>) = q)(mf1 ). Since ¢ is injective, we know m®

= mfl , so the result follows by NCI1.

Case NC2:
We know there exists some u; and some ¢ such that M, (¢(m%)) = {X;=u;} and nc((I)(m“l91 ); (e, Ma)). As-
sume ¢(m’) # ¢(mf1). (Otherwise, the argument for Case NC1 applies.) Since q)(mfl) is high-authority
and nc((i)(m‘lgl ),(q)(mS ),M>)), by Corollary 18, we know that m® is high-integrity, high-authority and high-
persistence. Since M; ~ M, and M, (o(m3)) # 1, then we must have M;(m3) # L. So let v; be such that
M, (m®) = {x;=v;}.

We show that nc(mf1 ,{ve,M1)). From this, the result follows via an application of NC2:

root(mS,mS) Ml(mS) ={x=vi} nc(mf’,(vC,Ml))

nc(mfl,(mS,Ml)).

Consider the two cases in the derivation of nc((l)(mf1 ), (ue,Mz)):

Sub-case NC1:
We have root(q)(mf1 ),u.). From M, mg M;, we know v, wq& u.. From r—([xwﬂ M; and '_([wa] M, we know
BT, THve:Te, Tand & T; T+ ue: Te, T, for some T.. Therefore, we can apply Lemma 22 to get root(mf1 Ve ),
and the result follows via NC1.

Sub-case NC2:
Assume ﬁroot(q)(mfl ), uc). (Otherwise, the argument in sub-case NC1 applies.)
We know there exists some mgz e dom(M,), some u;’ and some ¢’ such that root(mgz,uc), Mz(mgz) =
{xi=u}, and nc(q)(mf1 ),{u’s,M>)). From this, it follows that nc((I)(mf1 ),(mgz,Mz)). Since ¢(mf1) is
high-authority and nc(q)(mf‘ )7(m§2,M2>), by Corollary 18, we know that mgz is high-integrity, high-
authority, and high-persistence.
Since ¢ is a high-integrity homomorphism, there exists an m§3 such that mgz = (1)(m§3 ). Therefore, we can
apply the induction hypothesis to get nc(mf' , (mg3 M, >)
We have root(¢(m§3),uc). From M; ~ M5, we know v, ~%, u.. From '_([XWf] M, and l—([xwf] M, we know
DT TV T, Tand &; T; T+ U : Te, T, for some T.. Therefore, we can apply Lemma 22 to get root(m§3 Ve)-
Since mgz = (])(m§3), from ﬁroot(q)(mf‘ ),u.) and root(mgz,uc), we know mgz + mf‘. Therefore, from the
derivation of nc(m“]91 , (m§3 M >), we know there exists some v; and some ¢’ such that M (m§3) ={x; =V}
and nc(mf' AVl My)).
The result follows via NC2:

root(m‘;‘%,vc) M, (mgg) ={x;=v{} nc(mfl Vi, My))

nc(mfl Jve,M1))

Lemma 24. Let G be a collectible group in (e,M) with m‘l91 €G. Ifnc(mf1 , (mS,M)), then m® € G:
gc(G,{e,M)) /\mf1 eGA nc(mfl ) <mS,M)) =>meG

. . L S
Proof. By induction on the derivation of nc(m}', <mS,M ))

41



Case NC1:

We must have m®

= mfl , so the result follows trivially.

Case NC2:

We know there exists some v; and some ¢ such that M(m’) = {x;=v;} and nc(m“l91 ,{ve,M)). Consider the two
cases in the derivation of nc(m‘l91 y(ve,M)):

Sub-case NC1:
We have root(m“]gl ,Ve ), so we therefore know root(m‘lg' ,M(m®)). The result then follows from the defini-
tion of gc(G, (e,M)).

Sub-case NC2:
We know there exists some location mgz such that root(mgz,vc) and nc(mf1 , (mgz,M )) So, by the in-

duction hypothesis, we know mgz € G. From root(mgz,vc), we know root(mg2 ,M(m%)). The result then
follows from the definition of gc(G, (e, M)).

O

Lemma 25. Letr M| and M, be well-formed memories. Suppose {ei,M) ~0 {(e2,M3). Let G be a collectible group
in (e1,M1), and let §(G) denote {o(m®) : m% € Gndom(¢)}. Let C represent the high-authority, high-persistence
members of Gndom(¢):

C={m®eGndom(9): - o< auth® (§) npersist(S)}.

Then there exists a set G' such that §(G") is a subset of 0(G), is a collectible group in (e2,M>), and contains all
members of §(C):

'_([xwﬂ Ml/\ '_?wj] M2 A (61 7M1) %ﬁ (627M2> /\gC(G, <€1,M1 ))

= 3G".gc(9(G'), {e2,M2)) AO(C) € 0(G) < 6(G)
Proof. First, we show that ¢(C) is a set of collectible locations. Suppose itisn’t. Then let m® € Gndom(¢) be such that
o(m>) € 9(C) is noncollectible: nc(¢(m),{es,M5)). Since ¢(m>) is high-authority and high-persistence, by induction
on the derivation of nc(0(m®), (e, M,)), we can show that m% must be noncollectible: nc(m®,{e;,M;)). Therefore,

by Lemma 20, G cannot be a collectible group, a contradiction.
Let G’ < dom(¢) be such that ¢(G”) is the largest superset of ¢(C) such that from every location in ¢(G”), some

location in §(C) is reachable through a chain of hard references: Vmgo c9(G"). Elmfl € 0(C). nc(mfl ) (mgo,M2>). By

Lemma 21, we know ¢(G’) is a collectible group.
We now show that ¢(G") is also a subset of ¢(G) by showing G’ € G. Suppose m’ € G’. By construction of G’, let

mfl € C be such that nc((])(mf1 ), ((])(ms),Mz)). From this, by Lemma 23, we know nc(mf1 , <mS,M1 >) By Lemma 24,
then, we must have m° € G. So G’ € G. O

Lemmas 26-29 prove a few results about the preservation of the security relation under various conditions
Lemma 26 (Relation substitution). Ife; ~3 e; and e ~ e, then ej{e}[x} ~ ex{e)/x}.
Proof. By induction on the derivation of e wg €. O

Lemma 27 (Security-relation preservation under auto-bracketing). Auto-bracketing preserves the security relation:
el “g e =e1PqT ”3 € »q T
Proof. By induction on the derivation of e Nﬁ er. O
o o'

Lemma 28. Suppose e| ~q ea. Let m’ be such that m® ¢ locs(ey) and let ¢' = §[m> — m3]. Then ey ~g es.

Proof. By induction on the derivation of ¢ zﬁ e). O
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Lemma 29. Evaluating in a low-integrity context preserves the security relation on memories.
Let (e1,M,) be a well-formed configuration, wherein ey is well-typed in a low-integrity context. Let My be a

well-formed memory and suppose {(e;, M) —* (ef,M7).
I—‘E‘wﬂ (et,Mi)na £ pcn@ipe;H e T, X
A M2 A (e1,M1) S* (e, M1).
Then the following holds.
1. M; %ﬁMz = M; %ﬁMz and
2. g (€1, M) AMy ¥4 My = My wi, M.

Proof. 1If we can show this is true for the case where a single 5 step is taken, then the rest follows by induction on the
number of — steps taken. (We know the induction hypothesis will apply because of Corollary 11 and Corollary 12.)

We show the single-step case by induction on the derivation of {ej,M;) > (e],M7). The proof proceeds by cases
according to the evaluation rules.

In cases SELECT, DANGLE-SELECT, SOFT-SELECT, DANGLE-ASSIGN, APPLY, EXISTS-TRUE, EXISTS-FALSE,
TRY-VAL, TRY-CATCH, TRY-ESC, PARALLEL-RESULT, IF-TRUE, IF-FALSE, LET, FAIL-PROP, BRACKET-SELECT,
BRACKET-SOFT-SELECT, BRACKET-ASSIGN, BRACKET-SOFT-ASSIGN, BRACKET-SOFT, BRACKET-EXISTS, BRACKET-
APPLY, BRACKET-TRY, BRACKET-IF, BRACKET-LET, DOUBLE-BRACKET, and BRACKET-FAIL, the result holds
trivially, since M| = M.

Case CREATE (({xl- = vi}S,Ml) 5 <mS,M1 [mS — {x;=v; »ar,-}]>, where m is fresh and S = {x; : T; } (4, ):

1. Suppose M ~% M. We show that M ~ M.
From the derivation of @;pc;H + e1 : T,X, we know + p < pc and + integ(t;) < pc for all i. Therefore,
we know mS is neither high-integrity nor high-persistence. The result then follows from the fact that
mS ¢ dom(¢) and the assumption M ~o Mo

2. Suppose -, {e1,M1) and M zf; M. We show that M» zﬁ M.

This follows from M, wqo)t M.

Case ASSIGN ((m’.x.:=v,M) 5 (% »ap,Mi[m5 xc > vrq1]), where My (m®) # L and § = {M}(a’p)):
Let v;" and u; be such that M| (m®) = {x; = v/} and Mo (¢(m>)) = {x; = u; }. We therefore have v.. = v > T..
From &;pc;H - m® .x.:=v:1,X, we know ' npc < 1, for some 7. We therefore know + integ(t.) < pc. So,
from o £ pc, we have o # integ(t.). Therefore, V.. is a bracketed value: there exists a v/ such that v.. = [v].

From D—E‘wﬂ M, and o £ integ (T, ), we also know u, is a bracketed value: u, = [u.], for some u...

1. Suppose M ~% M. We show that M ~ M.

Assume m° € dom(0) (otherwise, the result follows directly from M mg M>). Since M, wg M3, it suffices
to show v, »3 uc. This is trivial, since v/, = [v//] and u, = [u’].

2. Suppose -, (e1,M1) and M, ~ M. We show that M, ~%, M.

S ¢im(¢) (otherwise, the result follows directly from M, wg M,). Since M, mg M, it suffices to

show u. ~ v\ This is trivial, since u = [1] and v/, = [v""].

Assume m

Case SOFT-ASSIGN ({(soft m®).xc := v, M) 5 (€] »o (am p), M), where (mS xe:=v, M) 5 (e}, M) and S = {x; Ti} (ap)):

We proceed by cases according to the evaluation rules for (ms Xe=v,M 1) 5 (e}, M7]).
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Sub-case ASSIGN ((ms.xc = v,M1> 5 (* vo 0, M [m5 x. v »atc]>):

Let v;" and u; be such that M| (m5) = {x; =v]} and My (¢(m®)) = {x; = u;}. We therefore have v/. = v »¢1,.
From @;pc;H + (soft mS).xc =v:17,X, we know + ' mpc < 1., for some ©'. We therefore know ~
integ(t.) <pc. So, from o £ pc, we have o £ integ(t.). Therefore, v, is a bracketed value: there ex-
ists a v/ such that v/, = [v//].

From l—‘f‘wf] M, and o £ integ(T.), we also know u, is a bracketed value: u, = [u.], for some u..

1. Suppose M ~3 M,. We show M| mﬁ M,.
Assume m’ € dom(¢) (otherwise, the result follows directly from M, ~ My). Since My ~) My, it
suffices to show v/, ~ uc. This is trivial, since v/, = [/'] and u, = [u.].

2. Suppose -,y (e1,M1) and M, ~ M. We show M, ~%, M.

S eim(0) (otherwise, the result follows directly from M, zﬁ M). Since M, mﬁ M, it suffices

to show u, ~3 v.. This is trivial, since u =[] and v/, = [v/'].

Assume m

Sub-case DANGLE-ASSIGN ({m’.x.:= v, M) > (1, > p,M1)):
The result holds trivially, since M { =M,.

Case EVAL-CONTEXT ((E[e3],M1) = (E[¢;],M}), where {e3,M1) < (e}, M])):

A case analysis on the syntax of E[-] shows that from the derivation of @;pc;H + E[es] : T, X, we know
@ipc;H' +e3:1', X', for some H', v, and X'. Therefore, we can apply the induction hypothesis and obtain the
result.

Case BRACKET-CONTEXT ({[e3],M;) ~ ([€4],M1), where (e3,M) 5 (e}, M])):

From the derivation of @;pc;H + [e3] : T, X, we know @;pcnl;H +e3: 1, X, where o # £ and T = 1" 4. There-
fore, we can apply the induction hypothesis and obtain the result.

O
We can now prove Theorem 1, restated below for convenience.

Theorem 1 (Referential integrity). Assume (e1,M1) is a well-formed configuration and (e>,M>) is a well-formed,
nonadversarial, ¢-related configuration, such that e\ and e, have type T and M» is well-formed:

'_([fo] {e1,Mi) Ay (e2,M2) A (e1,M1) ~% (e2,M>)
A Dipe;Hie :T,X A @ipe;Hi-e:T,X A l—‘[‘wﬂ M,

Suppose (e, M) takes some number of steps in the presence of an adversary to another configuration (e|,M). Then
either {e3,M») diverges, or it can take some number of steps in the absence of an adversary to another configuration
(€5,M}) and there exists a high-integrity homomorphism ¢’ from M| to M} that extends ¢, such that (e}, M) is related
to (€}, M}) via ¢':

(6‘1,M1) _)(: <€,1,M{) /\_‘(827M2) ﬂ

= 3¢5, M5,0". (e, Ma) —* (&b, Mb) A (e}, M)~ (b, M3) A G = ¢’|dom(¢)

Proof. If we can show this is true for the case where a single —¢, step is taken to reach (e}, M7), then the rest follows
by induction on the number of — ¢, steps taken. (We know the induction hypothesis will apply because of Corollary 11
and the fact that -, (e2, M) A l—‘["m M, :>|—‘[1wﬂ (e2,M3).)

We show the single-step case by induction on the derivation of (e, M) - (€], M]). The proof proceeds by cases
according to the evaluation rules. For each case, we need to show two things about eé, Mé, and ¢’:

!
i. Related expressions: ¢} ~d e, and

!
ii. Related memories: M| ~0 M.
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It will be obvious by its construction that ¢’ is a high-integrity homomorphism that extends ¢.
Case CREATE ({{Xj=vi}5, M) »q (m3, M1 [m} — {X; =vi »o7;}]), where m is fresh and § = {X;: 7 },):
From e ~ 2 & €2, we know e = {x; = u; }> with v; » 2 u; for all i. By CREATE,
(e2,Mp) — (m5, Ma[m3 > {xi = ui vq Ti}]),
where m; is fresh. Choose ¢’ = ¢[m} = m3].

U
i. We need to show m} ~ ms.

This follows by construction of ¢’.

ii. We need to show M| wqo); M, where M| = My [m5 + {x; = vi »q T }] and M}y = Ma[m3 = {X; = u; >, 71} -
First, let m5 € dom(¢’) be such that M; (m%') # 1. We show that Mé((j)’(msl)) # 1 and M{(mS') ~
Mo (m)).
1t mS = m3, then M| (mS') = M| (mS) = {x;=vi vq t;} and M(¢' (m® ) = M} (m5) = {x, E >0 71}, so the
result follows from the assumption e ~2 e> via Lemmas 27 and 28. Otherwise, mS +md 1»soM i (mS )=
M, (msl) and M} (¢’ (msl)) = M2(¢(msl)). The result therefore follows from the assumption M; ~4 M.

Now, let m% e dom(¢’) be such that + o < auth™ (8") rpersist(S’) and M| (mS’) = 1. We show that
Mg(q)’(msl)) = 1. Since M| (msl) = 1, we must have m’ # m3, so M{(msl) =M, (mS’) and Mﬁ(q)'(msl)) =
Mz((l)(msl)). The result therefore follows from the assumption M ~% M,.

Case SELECT ((mf.xc,M1> —q (Ve »op, M), where S = {x;: ’ci}(a ) and M, (ml) {=vi}):

From ¢ ~¢ e, we know e = mg X, where q>(m1) m2 Therefore, from M; ~¢ M,, we have Mz(mz) {xi=u;)}
for some u;, where v; ~ a u;. S0, by SELECT, {e2,M2) — (U, »o p,M>). Choose ¢’ = ¢.

i. We need to show v »o p mg Ue »g P.
This follows via Lemma 27.

ii. We need to show M, wi’c M.
This is given.
Case DANGLE-SELECT ((mf.xc,M1> —q <lp »up7M1>, where S = {X; : T; } (5 ) and M} (m3)=1):
From l—‘["wf] (mf.xC,Ml), nc(mf7 <mf.xC,M1)), and M, (mf) = 1, we know o % p. Therefore, 1, »q p=[1,]. From
el mg e>, we know e = mg.xc.
If M,(m3) = L, then by DANGLE-SELECT, (e2,M>) — ([L1,],M>).
Otherwise, without loss of generality, assume M,(m3) = {xX;=u;}. Since o £ p, we have u. »o p = [u..] for some
u,.. So, by SELECT, (€2, M>) — ([ul],M>).
Choose ¢’ = ¢.

i. We need to show that [ 1] w9 [u] for ue {u’, 1}
This is trivial.

ii. We need to show that M, m‘g M.
This is given.

Case SOFT-SELECT (((soft m}).xc,M1) = (v/,M;), where (m} xc,Ml) S M), S={xT Ti}(ap))s and v = v g
(anp):
From e; ~J, e>, we know e; = ((soft m3).x.), where ¢(m3 ) = m3. If we can find u so that <m§.xC,M2) 5 (u,Ms),
then by SOFT-SELECT, we have (e, M>) = ((soft m3).xc,M>) — (u»q (ar1p),M>). Choose ¢’ = ¢.

We proceed by cases according to the evaluation rules for <m1 Xe, My ) = (v, M).
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Sub-case SELECT (v = v, »o p, where M (mf) ={xi=vi}):

From M; mﬁ; M,, we know Mz(mg) = {X;=u;)} for some u;, where v; mg u;. So, by SELECT, we have
(m3.xe,M>) 5 (ue v p,Ms). Therefore, u = ue » p.

i. We need to show (v, » p) »o (amp) wg (e »o p) »a(arp).
This follows via Lemma 27.

ii. We need to show M; mﬁ; M.
This is given.
Sub-case DANGLE-SELECT (v = 1, b p, where M (m3) = 1):
First, suppose — o <amp. Then vrg (anp) =1, urg(anp)=u, and - o< p. Therefore, we have
m‘f e dom(0), and so, (])(m‘f) = mg From M, w3 M>, then, we know Mg(mg) = 1. So, by SELECT, we have
<m‘§.xc,M2) 5 (ip,Mz). Therefore, u=1,.
i. We need to show 1, “2 Lp.
This is trivial.
ii. We need to show M, zg M.
This is given.
Now, suppose 0. £ arp. Then vro (arp)=[L,]. If Ma(m3) = L, then by DANGLE-SELECT, (m3.xc, M2 ) ~>
<Lp »ap,Mz). Otherwise, without loss of generality, assume Mz(m‘;) ={X;=u;}. So, by SELECT, (mg.xc,M2> 5

(e > p.Ma). Therefore, u o (ar1p) € {(Ly »ap) »a (ar1p). (e »a.p) va (arp)} = {[1,], [u/]}. for some
A

u..

i. We need to show [1,] ~0 [u'] for u’ {ug, Lp}.
This is trivial.

ii. We need to show M, w‘& M.
This is given.

Case ASSIGN ((m‘lg.xc = v,M1> —q <>(- »o P, M [mf.xc >y >u’cc]), where M (m‘lg) #1land S={x;:Ti}(4p)):

From e wﬁ ey, we know ep = (mg.xc = u) with (I)(m‘f) = mg and v mﬁ u. From M, wg M, we have Mz(mg) #1.
So, by ASSIGN, <m§.x€ = u,Mz) - (* > D, M [mg.xc > U b, ’CC]>. Choose ¢’ = ¢.

i. We need to show * »¢ p Nﬂ; * b D-
This follows via Lemma 27.

ii. We need to show M; [m‘]g.xc Ve T ~$ M, [mg.xg > urg T
First, let m(s)0 € dom(0) be such that M{(mgo) # 1. We show that Mé((])(mgo)) # 1 and M{(mgo) ~
M5(0(m)).
If mg" =my, then ¢(m§°) =mj5. Let ;" and % be such that M| (m}) = {ﬁ} and M} (m3) = {x,Tu:’}
Since v zﬁ u, by Lemma 27, we have v » T, mg urq T Since vl =vrq T, and ul = u »o T, we therefore
have v/, m2 u... Therefore, from M, wﬁ M, it follows that {x; = v/} mﬁ {x,TuZ }.
Otherwise, mg‘) £m3, so M| (mgo) =M, (m(s)") and Mé(q)(m(s)0 )) =M, (¢(mf)° )). The result therefore follows
from M, Nﬁ M.
Now, let mg" € dom(9) be such that - o < auth™ (Sp) rpersist(Sy) and M| (mg") = 1. We show that
Mé((])(mgo)) = 1. This follows from M, ~$ M, by construction of M/ and Mj}.

Case DANGLE-ASSIGN ((mf.xc = v,Ml) —q (lp >ap,M1>, where S = {x; : ’ci}(a’p) and My (m%) = 1):
From r—‘[lwf] (mf.xc =y, M >, nc(my, <mf.xc =v, M) )), and M, (m7) = L, we know a.# p. Therefore, 1, »op=[1,].
From e; mg ey, we know e; = mg.xc =y with ¢(mf) = mg and v Nﬁ u. If Mz(mg) = 1, then by DANGLE-ASSIGN,

<6‘2,M2> g ([J_p],M2>.
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Otherwise, M>(m3) # L. Since a.# p, we have * »o p=[+]. So, by ASSIGN, (e2,M>) — ([*],Ma[m3.xc = u»q Tc]).
Choose ¢’ = ¢.

i. We need to show [1,] ~d [u'] for u’ e {*,Lp}.
This is trivial.

ii. We need to show M| ~ ~d oM.
First, let mO0 € dom(¢) be such that M'(moo) # 1. We show that Mz((])(mgo)) # 1 and M| (m0 ~
M5 (0(my)).
Since M{ M, and M{(mgo) # 1, we must have mgo +mj, so M| (mgo) =M (mgo) and Mé(q)(mgo)) =
Mz(q)(mo0 )). The result therefore follows from M ~ ~ Ms.
Now, let mo0 e dom(¢) be such that + oc < auth™(Sp) npersist(Sp) and M/ (moo) = 1. We show that
Mg(q)(mg‘))) = 1. This follows from M| ~g ¢ M> by construction of Mj.

Case SOFT-ASSIGN ({(soft m}).xc := v, M1 ) = (V' v (ar1 p), M} ), where (m x. —le) = (v M{)and S={x;:T; i} (ap)):

From e; ~, €5, we know e, = ((soft m3).x. = u) with ¢(m3) =m5 and v ~% u. If we can find a configuration
(u',M5) so that (m5.xc := u,M,) 5 (u',M}), then by SOFT-ASSIGN, we have (ez, M) = ((soft m3).xc:= u, M) -
(u' »o (anp),M5). Choose ¢’ = ¢.

We proceed by cases according to the evaluation rules for (mf Xei=vM 1> (v, M7).

Sub-case ASSIGN (V' = * » p and M| = M, [} .x, = v »o Tc |, where My (m3) # 1):
From M, ~3 M5, we know Mz(mg) # 1. So, by ASSIGN, we have

(m3.xc = u,Ma) = (% v p, Mo [m3.xc > uroTc]).

Sou' =x*wrypand M) = Mz[mg.xc U Te.
i. We need to show (* »q p) »a (arip) & (x »a p) »o (arip).
This follows via Lemma 27.
ii. We need to show M; [mf.xc Ve Te] wg M, [m2 Ko UPgTe]-
First, let mgo e dom(¢) be such that M| (m, 0) # 1. We show that M2(¢(m0°)) # 1 and M’(m0 )~
M5(0(my)).
Ifm0 -ml, then q>(m0°) m3. Let v;" and ;" be such that M| (m3) = {x; = v'} and M5 (m3) = {x; = u’}
Since v~ ~a u, by Lemma 27, we have v »o T, » Ng uryTe. Since v, =v »a T, and ul. = u »¢ T, we therefore
have v/, ~0 u.. Therefore, from M ~$ My, it follows that {x,fv7 } mg, {x,—7 }. Otherwise, m(s)0 £,
so M| (moo) M (moo) and M2(¢(m0°)) M2(¢(m0°)) The result therefore follows from My ~% M.
Now, let mO0 e dom(¢) be such that - o < auth™ (So) npersist(So) and M{(m, 00) = 1. We show that
Mé(q)(mg0 )) = L. This follows from M, ~% M, by construction of M{ and M.
Sub-case DANGLE-ASSIGN (V' = 1, »q p and M| = My, where M (m}) = 1):
First, suppose - ot <anp. Then V' »q (anp) =1, and u’ »q (an p) = u’, and from M, ~ M, we know
Mg(mg) = 1. So, by DANGLE-ASSIGN, we have (mg.xc = M,Mz) 5 <J_p »ap,Mz). Therefore, u' = 1, »op=
1, and M3 = M,.

: 0
i. We need to show 1, x¢ L.
This is trivial.

ii. We need to show M; ~$ M.
This is given.
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Now, suppose o, # arp. Then V' »o (anp) =[L1,].
If M>(m3) = 1, then by DANGLE-ASSIGN, (m5.x. := u, M) > (1, »ap,Mz) Otherwise, M>(m3) # L, and
by ASSIGN, <m2.xc = M,Mz) — (* o P, M [mz.xc U ’CC]). Therefore, u’ »o (anp) € {(Lp»op) »a(an

p), (s rap)ralanp)} ={[L,],[*]}.

i. We need to show [1,] w0 [u'] for ' € {*,L,}.
This is trivial.

ii. We need to show M| ~d M;,.
First, let mgo € dom(¢) be such that M| (m 0) # 1. We show that M2((|)(m00)) # 1 and M'(m0 )~
M5(0(mg)).
Since M| = M, and M{(m °) # 1, we must have mo" £m3, so M| (mOO) M, (mOO) and M2(¢(m0°)) =
M2(<[)(mg° )) The result therefore follows from M, ~3 Ms.
Now, let mOO edom(9) be such that - o < persist(Sy) and M (moo) 1. We show that M2(¢(m§°)) L.
This follows from M = M2 by construction of Mj}.

Case APPLY (((K(x:'t)[pc;’H].eg) vl,M1> o (eg{vl/x},Ml)):
From ¢ mﬁ e, we know that e; = ((AM(x:T)[pc; H].e4) v2), where e3 mﬁ e4 and vq mﬁ v2. By APPLY, we have

((Mx:t)[peiH]. ) va,Ma) — (ea{v2/x},Mp). Choose ¢ = ¢.
i. We need to show e3{v;/x} ~& e4{v2/x}.
This follows by Lemma 26.
ii. We need to show M, mﬁ M.

This is given.

Case EXISTS-TRUE (<exists soft m‘f as x: e3 else e4,M1) —>q
((e3{m}/x}) »o (arp), M), where My (m}) # L and S = {X;: T} (ap)):

From e ~ ?;L e>, we know that e, = exists soft m2 as x: es else eg, where (])(ml) m2 and e3 » 3 es. Since M| ~ ~ aM>
and My (m}) # L, we know Ma(m3) # L, so by EXISTS-TRUE, we have

(exists soft m3 as x: es else e6, M) > ((es {m5/x}) »o (anp),M>)
Choose ¢’ = ¢.

i. We need to show (e3{m}/x}) »q (anp)~ (es{m5/x}) »q (arp).
This follows by Lemmas 26 and 27.

ii. We need to show M, %i’c M.
This is given.

Case EXISTS-FALSE (<exists soft m} asx: e3 else e4,M1) —a (€4 »a (amp),My), where S ={x; : T;} (4, and My(m}) =
1):
From e » 3 e>, we know that e; = exists soft m2 as x: es else eg, where q)(ml) m2 and eq4 ~ 3 eg. We proceed by
cases according to whether - ot < anp.

Sub-case - o< anp:
We therefore know ey » (arp) = es and - o< p. So, from M; ~3 M, and M, (m3) = 1, we know M(m3) =
1, so by EXISTS-FALSE, we have (exists soft mg as x: es else eG,Mz) — (eg,M5). Choose ¢’ = ¢.

i. We need to show ey mg 6.
This is given.

ii. We need to show M, m‘& M.
This is given.
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Sub-case oL £ anp:
We therefore have ey »q (a1 p) = [¢}] for some €. If My(m5) = L, then by EXISTS-FALSE, we have
<exists soft mg as x: es else e6,M2) - ([eg],Mz), for some e;. Otherwise, by EXISTS-TRUE, we have
<exists soft m3 as x: es else e6,M2) - <[eg]7M2), for some ef. Choose ¢’ = ¢.
i. We need to show [} ] ~ ()] for e € {ek, eq}.
This is trivial.

ii. We need to show M; ~$ M.
This is given.

Case TRY-VAL ((try v catch p: e3, M) —¢ (vi,M;), where Vp'. vi # 1,y and Vv{. v # [V]]):
From ¢; wi’t e>, we know that e; = (try v, catch p: eq), where vy mg v and e3 wﬁ e4. From this, it follows that by

TRY-VAL, we have (try v catch p: eg,M3) — (v2,M,). Choose ¢ = 0.

i. We need to show v wg V.

This is given.
ii. We need to show M, mﬁ M.
This is given.

Case TRY-CATCH ((try L, catch p: e3,M1> —o (€3,M1), where - p< p’):

From e zf; e, we know that e; = (try L, catch p: e4), where e3 mg e4. By TRY-CATCH, we have (try 1, catch p: e4,M2) -
(e4,M3). Choose ¢ = ¢.

i. We need to show e3 wg es.

This is given.
ii. We need to show M, mﬁ M.
This is given.

Case TRY-EsC (<try L, catch p: 63,M1) —>a (Lp/,Ml ), where p £ p’):

From e w‘& 2, we know that ey = (try 1,y catch p: e4). By TRY-ESC, we have (try L, catch p: e4,M2) -
(ip,7M2). Choose ¢’ = ¢.

: 0
i. We need to show L, ~g Lp.
This is trivial.

ii. We need to show M, wﬁ M.
This is given.
Case PARALLEL-RESULT ({v{ vy, M) = (*,M1)):
From ¢, wﬁ ey, we know that e> = uj llup, where v; zg u; for i € {1,2}. By PARALLEL-RESULT, we have
(uy nug,M>) — (*,M>). Choose ¢’ = 0.
i. We need to show * %ﬁ *.
This is trivial.
ii. We need to show M, w‘é’c M.
This is given.
Case IF-TRUE ((if true then e; else eq, M) —¢ (€3,M)):

From e mg e, we know that e = (if true then es else eg ), where e3 mﬁ es. By IF-TRUE, we have (if true then es else eg,M>) —
(es,M3). Choose ¢ = ¢.
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i. We need to show e3 wg es.
This is given.

ii. We need to show M, Nﬁ M.
This is given.

Case IF-FALSE ((if false then e3 else eq, M) —¢ (e4,M1)):

From e; mg e, we know that e, = (if false then es else g ), where e4 Nﬁ 6. By IF-FALSE, we have (if false then es else eg, M) >
(eg,M>). Choose ¢' = ¢.

i. We need to show ey wg eg-
This is given.

ii. We need to show M, mﬁ M.
This is given.

Case LET ((let x=vy in e3,M;) —q (e3{vi/x},M), where Vp. vi # L, and Yv}. v; # [v]]):

From e mg e, we know that e; = (let x=v; in e4), where v, zg vy and e3 mg eq. By LET, we have (let x = vy in eq,M>) —

(eq{v2/x},M3). Choose ¢’ = ¢.

i. We need to show e3{v;/x} ~& e4{v2/x}.
This follows by Lemma 26.

ii. We need to show M, mﬁ M.
This is given.

Case EVAL-CONTEXT ((E[e3],M}) »o (E[€}],M]), where (e3,M) 5 (e, M])):

We proceed by cases according to the syntax of E[-]. We only show the case E[-] =try [-] catch p: e4; the
other cases follow similarly.

Sub-case E[ -] = (try [-] catch p: e4):
From ¢ wg ez, we know e; = (try es catch p: eg), where e3 wg es and ey ~$ eg. To apply the induction

hypothesis, we need:
* g (€3:M1) and (7 (es, M)
These follow from

I—([wa] (try e3 catch p: eq,My)
and
Fwf] (try es catch p: 86,M2>.

e gipc;H' Fey:t, X and @;pc;H - es: 1, X7, for some H', 1/, X'

These follow from the typing derivations for try e3 catch p: e4 and try es catch p: eg.
* M2 and (e3, M) ~o, (e5,M2).

These are given.

Therefore, we can apply the induction hypothesis to get a configuration (eg,Mé) and a high-integrity
homomorphism ¢’ from M| to M} that extends ¢, such that (es, M) — (e, M}) and

(e5, M) 4 (e5,M3). (14)
So, by EVAL-CONTEXT, we have
(try es catch p: eg,Mp) — (try €} catch p: eg,M3).

From (14), we know (try e catch p: e4,M{) ~d <try el catch p 667M£>, as desired.
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In case E[-] = soft [ -], where e, = soft e4, to apply the induction hypothesis, we need the additional fact that
since e3 is not a value, neither is e4, and therefore I—[ ] (soft e3,M7) and =] (soft eq, M, ) imply l—‘["w A (e3, M)

and I—[Wf] (64,M2).

Case FAIL-PROP ((F[L,],M1) —a (Lp,M1)):
From e wg e», we know that e; = F'[1,,]. By FAIL-PROP, we have (F'[Lp],M2> - <LP,M2>. Choose ¢’ = ¢.

i. We need to show 1, ~d Lp.
This is trivial.

ii. We need to show M, wﬁ M.
This is given.
Case GC ({e1,M,) »q (e1,M[G ~ 1]}, where gc(G,{e1,M1))):
By Lemma 25, let G’ be such that C ¢ G’ € ¢(G) and gc(G', (e2,M>)), where

C={0(m®) :m® e Gndom(d)A - o< auth™ (§) npersist(S)}
and
0(G) = {0(m®) s 5 € Gdom(9) .
Then, by GC, we have {e3,M>) — (e3,M>[G’' — L]). Choose ¢’ = ¢.

i. We need to show e mg e.
This is given.

ii. We need to show M;[G > L] ~% My[G' — 1].
First, let mo0 € dom(¢) be such that M (mo ) # L. We show that M2(¢(mg°)) # 1 and M'(mo )~
M5 (0(my)).
Since M1 (mo") # 1, we know mo0 ¢ G and ¢(m0°) ¢ G'. Therefore, M (mo") M, (moo) and M2(¢(m )) =
M2(¢(m00)) so the result follows from the assumption M; ~ M>.
Now, let mo0 € dom(¢) be such that - o < auth” (Sy) N persist(Sp) and M (moo) = 1. We show that
M2(¢(m0 ) =1L If mOO € G, then ¢(m0°) € G, and the result follows by construction of Mj. Other-
wise, mO ¢ G, and so, (])(moo);éG’ Therefore, M| (moo) M, (mOO) and Mz((])(moo)) M2(¢(m0°)) SO

the result follows from the assumption M ~$ M.

Cases BRACKET-SELECT and BRACKET-SOFT-SELECT
s s
(([v]-xe,M1) = ([v.xc], M), where v € {m|"',soft m ' }):
From e; ~%, e5, we know that e; = [u].x.. From the grammar, we must have u € {m2 ,soft mzz} Ifu= m22, then

by BRACKET-SELECT, ([m2 ]mez) ([mgz.xc],M2>. Otherwise, u = soft m§ , and by BRACKET-SOFT-
SELECT, ([soft mgz].xc,M2> - ([(soft my ).xc],M2>. Choose ¢' = 0.

i. We need to show [v.x] ~ [u.x.].
This is trivial.

ii. We need to show M, mﬁ M.
This is given.
Case BRACKET-ASSIGN (([v1].xc := v, M) =g {[ViXe :=v2],M1)):

From e; ~$ e, we know that e = [u) ].x :=up. By BRACKET-ASSIGN, we have ([u; |.x¢ := up, Ma) = ([u1.xc := uz ], M>).
Choose ¢’ = ¢.
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i. We need to show [vy.x. :=v;] wg [u).xc = up].
This is trivial.
ii. We need to show M, wﬁ M.
This is given.
Case BRACKET-SOFT ((soft [v],M) —¢ ([soft v],M;)):

From ¢ wﬁ e, we know that e, = soft [e3]. Since (e, M>) is assumed to not diverge, (e3,M>) cannot diverge

either. So, by Corollary 14, there is a configuration (1, M}) such that (e3,Ma) =* (u,M}). Then by EVAL-
CONTEXT, BRACKET-CONTEXT, and BRACKET-SOFT, we have

(soft [e3],My) »* (soft [u],M3) > ([soft u],M3).
Choose ¢’ = ¢.

i. We need to show [soft v] ~0 [soft u].
This is trivial.

ii. We need to show M, ~% M},
This follows by Lemma 29.

Case BRACKET-EXISTS
({exists [v] as x: e3 else eq, M) —>¢ ([exists v as x : e3 else e4],M})):

From e wg 3, we know that e = exists [u] as x : e5 else eg. By BRACKET-EXISTS, we have
(exists [u] as x: e5 else eg,M,) — ([exists u as x : e5 else eg],M>)

Choose ¢’ = ¢.

i. We need to show [exists v as x : e3 else e4] ~ [exists u as x : es else eg].
This is trivial.

ii. We need to show M, mﬁ M.
This is given.

Case BRACKET-APPLY (([vi] v2,M1) = ([vi v2],M1)):

From e; ~ €5, we know that e> = ([u;] u2). By BRACKET-APPLY, we have ([u1] uz,Ms) — ([u1 uz],M>).
Choose ¢’ = ¢.

RS

i. We need to show [v] v2] ~g [u1 u2].

This is trivial.

ii. We need to show M, zﬁ M.
This is given.

Case BRACKET-TRY ({(try [v] catch p: e3, M) —¢ ([try v catch p: e3],M})):

From e zg ez, we know that e, = (try [es] catch p: e5). Since (ey,M>) is assumed to not diverge, {es, M)
cannot diverge either. So, by Corollary 14, there is a configuration (u,M3) such that (e4, M) S (u,M}). Then
by EVAL-CONTEXT, BRACKET-CONTEXT, and BRACKET-TRY, we have

(try [es] catch p: es,Ma) —* (try [u] catch p: es,M3) — ([try u catch p: es],M5).
Choose ¢' = ¢.

i. We need to show [try v catch p: e3] 0 [try u catch p: es].
This is trivial.
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ii. We need to show M; »?, M.
This follows by Lemma 29.

Case BRACKET-IF ((if [v] then e3 else eq, M) —¢ ([if v then e3 else e4],M})):
From e; ~, e5, we know that e; = (if [u] then es else eg). By BRACKET-IF, we have
(if [u] then es else eg, M) — ([if u then es else eg],M>).
Choose ¢’ = ¢.

i. We need to show [if v then e else e4] ~ [if u then es else eg].
This is trivial.

ii. We need to show M, wﬁ M.
This is given.

Case BRACKET-LET ((letx=[v]in e3, M) —q ([e3{[v]/x}],M1), where Vp. v+ 1,):
From e; mg e>, we know that ey = (let x = [u] in e4). If Vp. u# 1,, then by BRACKET-LET, we have
(let x=[u] in es,Mp) > ([ea{[u]/x}],M2).
Otherwise, let p be such that u = 1,. Then, by BRACKET-FAIL, we have
(let x=[u] in eq,Mr) — ([J_p],M2>.

Choose ¢’ = ¢.

i. We need to show [e3{[v]/x}] ~$ ()], where €} € {es{[u]/x},L,}.
This is trivial.

ii. We need to show M, wqo)t M.
This is given.
Case DOUBLE-BRACKET ({[[v]],M1) —o {[v],M1)):
From e ~J, e,, we know that ¢, = [} ], so we trivially have ([e5],M») —* ([} ],M>). Choose ¢’ = ¢.

i. We need to show [v] ~, ()]
This is trivial.

ii. We need to show M, ~3 M.
This is given.
Case BRACKET-CONTEXT ({[e3],M1) —q ([¢5],M]), where (e3,M;) = (5, M])):

From e} ~% e5, we know that e; = [e4], and we trivially have ([e4],M5) —* ([e4],M>). Choose ¢’ = 9.

i. We need to show [¢}] ~d [es].
This is trivial.

ii. We need to show M/ ~% M,.
This follows by Lemma 29.

Case BRACKET-FAIL ({F[[1,]],M1) —a ([Lp],M1)):

From e; ~% ¢, an easy case analysis on the syntax of F[ -] shows that (ex, M) - ([Lp] ,M2> via BRACKET-FAIL.
Choose ¢’ = ¢.
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i. We need to show [1,] ~ [Lp]
This is trivial.

ii. We need to show M, wi’c M.
This is given.

Case a-CREATE ({e1,M1) —¢ <e1,M1 [mS > {x; = [v,-]}]>, where m® is fresh, @;T;T + {x; = [v;]}% : R, T, F‘[*wﬂ

M[mS — {x; = [v;]}, and a # persist(S)) :
We trivially have (e, M) —* {e2,M;). Choose ¢ = ¢.

i. We need to show e wg er.
This is given.
ii. We need to show M, [m® ~ {x; = [v;]}] ~ M.

Since mS ¢ dom(0), this follows from the assumption M| mg M3 by construction of M.

Case a-ASSIGN ({e1,M1) —¢ (el,Ml [mS x> [v]]), where mS e dom(M), My (m3) # L, S={X; : T;}s, & T: T+ [v] =

T, T, and '_([xwﬂ My [m5 x. - [v]]):

We trivially have (e;, M) —* (e2,M3). Choose ¢’ = 0.

i. We need to show e mg e.

This is given.
ii. We need to show M, [mS.x, = [v]] ~ M.
If m® ¢ dom(0), then this follows from the assumption M, wﬁ M by construction of M.
Suppq())se m® € dom(¢). Then it suffices to show that M/ (m®) ~ M, (o(m3)), since the rest follows from
M~y M>.

- /
Let v;, v;,

and u; be such that M (m5) = {x;=v;} M|(m®) = {)CITVZ} and My (m®) = {x;=u;}. From
M, wg M,, we know v; %g u; for all i. By construction of M], we have v = [v] and v/ = v; for i # c.
Therefore, it remains to be shown that [v] ~O e

From @; T; T+ [v] : T, T, we know that o # integ(t.). Therefore, from l—‘[*wf] M, we must have u, = [u], for
some u. The result [v] ~ u. then follows trivially.

Case a-FORGET ({e1,M]) —¢, <el,M1 [mS i]), where m> € dom (M) and o # persist(S)):
We trivially have (e;, M) —* (e2,M3). Choose ¢’ = 0.

i. We need to show e mg er.

This is given.
ii. We need to show M;[m® > 1]~ M.
This follows from the assumption M, ~% M, since o £ persist(S).

8.6 Storage attacks

To formalize immunity to storage attacks, we first show that the adversary cannot cause more high-persistence loca-
tions to be allocated. Theorem 1 captures this via the security relation, since all high-persistence locations are mapped
by the homomorphism. We now show that the adversary cannot cause more high-authority locations to become non-
collectible. Lemma 30 says that this is also implied by Theorem 1.
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Lemma 30. Assume (e;,M,) is a well-formed configuration and (ey,M,) is a well-formed, nonadversarial, ¢-related
configuration, such that e1 and e; have type T and M, is well-formed:

e (€M) A g (e2,Ma) A (er,My) = (e2,Ma)
A Dipe;Hie :T,X A @ipe;Hi-e: T, X A "([wa] M,

If m® is a high-authority, noncollectible location in (e, M), then O(m®) is also noncollectible in (e, M).
Fa < auth® (8) Anc(m®, (e, M) = nc(d(m®), (e2,M>))
To prove this, we first prove a preliminary result about garbage-collection roots.

Lemma 31. Let e; and e; be well-typed expressions, both of type 7, that are related via a high-integrity homomorphism
0. If m3 is a high-authority GC root in ey, then O(m®) is also a GC root in (e, My).

Oipe;Hie: T, XAl pe;HEer: T, X

neq mﬂ; exAFa<auth™(S) A root(ms,el)

= root(q)(ms), e)

Proof. By induction on the derivation of root(m°,e;). The proof proceeds by cases according to the syntax of e;. The
result holds vacuously in cases e = x, e = true, e; =false, e; = *, and e = soft m‘f‘ , since —root(m>, ey ) in these cases.

s
Case e; =m)':

Since root(mS ,mfl ), we must have mfl =mS. Therefore, from e; mq(; e, we have e; = (])(ms ), and the result

follows via Rule R1.

Case e; = AM(x:t")[pc’; H']. e3:
From e; wg e, we have ey = AMx:7')[pc’;H']. e4, where e3 wg e4. From the typing of e; and e;, we have
Ix:t';pcsH wez: v, H and Tox:v;pc’; H = eq : v/, H, for some pc’, H', and 1. From the derivation of

root(m>, ey ), we know root(m®, e3). Therefore, we can apply the induction hypothesis to obtain root(¢(m>),e4),
and the result follows via Rule R6.

Case e; = vy va:
From the derivation of root(m%, e;), we know root(m®,vy) or root(m5,v,). Without loss of generality, assume
root(mS,vl). From e mg e>, we have ey = v3 v4, where v; m?; v3. From the typing of e; and e, we have
[ipe;H vy 1/, T and T;pe; H = va = v/, T, for some ©'. Therefore, we can apply the induction hypothesis to
obtain root(¢(m°®),v;), and the result follows via Rule R7.

Case e = if e3 then e4 else e5:

From the derivation of root(m®,e;), we know root(m>,e;) for some k € {3,4,5}. From e, ~% e5, we have
ey =if €] then ¢} else e, where ¢; mﬁ el forie{3,4,5}. From the typing of e; and 5, we have I';pc’; H e : T/, X'
and [;pc’;H - ey 2 v/, X7, for some pc’, v, and X'. Therefore, we can apply the induction hypothesis to obtain
root(¢(m*),e}), and the result follows via Rule R10.

Case ey = {x;=v;}1:
From the derivation of root(m°,e;), we know root(m>,v;) for some k. From e, ~2 ez, we have ep = {x; = u;}*!,
where v; wg u; for all i. From the typing of e; and e, we have I';pc;H - e, : 1T/, T and Tspe; H - e,'( :1/, 71, for

some 1. Therefore, we can apply the induction hypothesis to obtain root(¢(m%),u;), and the result follows via
Rule R3.

Case e; =v.x:

From the derivation of root(m>,e;), we know root(m>,v). From e ~% e, we have e; = u.x, where v ~% u. From

the typing of e; and e,, we have I';pc;H =v: 7', T and T;pe;H +u: 7', T, for some t’. Therefore, we can apply
the induction hypothesis to obtain root(¢(n°),u), and the result follows via Rule R4.
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Case e; =vi.x:=vy:
From the derivation of root(m®,e;), we know root(m®,v;) for some k. From e, mﬁ ey, we have ey = uj.x:=up,
where v; zg u; for i € {1,2}. From the typing of e; and e;, we have [';pc; H v : v/, T and T pe; H - uy : T, T,
for some 1’. Therefore, we can apply the induction hypothesis to obtain root(¢(m%),uy), and the result follows
via Rule R5.

Case e = soft e3:

From the derivation of root(m®,e;), we know root(m®,e3) and e3 is not a memory location. From e; ~3 ey, we

have e, = soft e4, where e3 ~3 ey; therefore, e4 is not a memory location. From the typing of e and e,, we have
[ipe;Hibez:v, X and Ty pe; H - eq : v, X, for some T'. Therefore, we can apply the induction hypothesis to
obtain root(¢(m°),e4), and the result follows via Rule R2.

Case e = e3liey:
From the derivation of root(m5,e;), we know root(m>,e;) for some k € {3,4}. From e, ~% e5, we have e, =
ey ley, where e; mg e; forie {3,4}. From the typing of ¢; and e>, we have I';pe; T ey : ', Tand I pe; Tep 2T/, T,
for some 7’. Therefore, we can apply the induction hypothesis to obtain root(¢(m°), e;.), and the result follows
via Rule R9.

Case e = exists e3 as x: ey else es:
From the derivation of root(m%,e;), we know root(m%,e;) for some k € {3,4,5}. From e; ~ e, we have

ey = exists € as x: e} else ef, where e ~d el forie{3,4,5}. From the typing of e; and e, we have I ; pc’; H ey :

v, X" and I';pc’s H e 2/, X7, for some I', pc’, v and X'. Therefore, we can apply the induction hypothesis
to obtain root(q)(mS) , e,’{), and the result follows via Rule R11.

Caseej =letx=e3in ey4:
From the derivation of root(m’,e;), we know root(m>,e;) for some k € {3,4}. From e, mﬁ ep, we have ey =
let x = €} in e, where ¢; ~0 e! for i € {3,4}. From the typing of e; and e>, we have I'';pc’;H - ¢, : v/, X and
I;pc'sH e 27/, X7, for some I, pc’, v, and X'. Therefore, we can apply the induction hypothesis to obtain
root(¢(m*),e}), and the result follows via Rule R8.

Case e = try e3 catch p: e4:

From the derivation of root(m’,e;), we know root(m>,e;) for some k € {3,4}. From e, ~% 5, we have e; =

try €} catch p: e}, where e; ~0 e! for i € {3,4}. From the typing of e; and e,, we have I';pc’; H e : v/, X7

and I;pc’sH - ey 2 v/, X7, for some pc’, v, and X'. Therefore, we can apply the induction hypothesis to obtain
root(¢(m%),e}), and the result follows via Rule R12.

Case e) = [e3]:

From the derivation of root(m%,e;), we know root(m®,e3). From the typing of ¢, we know I;pcrf;H +
e3: 1T, X for some ¢ and T/, where o £ £ and + auth®(t") < pcn{. Therefore, by Lemma 15, we must have
o # auth™(S), which contradicts the assumption + o < auth™(S). So, this case holds vacuously.

O
We now prove Lemma 30, restated here for convenience.

Lemma 30. Assume (e1,M,) is a well-formed configuration and (ey,M>) is a well-formed, nonadversarial, ¢-related
configuration, such that e| and e, have type T and M3 is well-formed:

Fho (e M1) A g (e2,M2) A {e1.M1) ~4 (e2,M5)

A

A BipeHEe:T,X A SipeHEer: T, X A r—‘[xwﬂ M,

If mS is a high-authority, noncollectible location in (ey,M,), then ¢(m3) is also noncollectible in (e2,M,).

F o< auth®™ (S) Anc(m®, (e, M) = nc(¢(m®), (e2,M5))
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Proof. By induction on the derivation of nc(m®, (ey,M1)).

Case NC1:
We have root(m’,e;). By Lemma 31, we therefore have root(¢(m>),e;), and the result follows by NC1.

Case NC2:
We have root(mf1 ,e1) and nc(m®, (v.,My)) for some mfl , where M (mf‘) = {x; = v;}. It therefore follows that

nc(m®, (m', M), &, (M1 ), and -2 (ve, M1 ).

Assume mf‘ +m>. (Otherwise, we would have root(m>,e;), and the argument for Case NC1 applies.)
Since m® is high-authority and nc(mS,<mf1,M1>), by Corollary 18, we know m‘f'
authority, and high-persistence.

is high-integrity, high-

Since root(mf' ,e1) and m‘f‘ is high-authority, by Lemma 31, we know root(q)(m‘f1 ),e2).

From (e;, M) wg (e2, M), we know M ~‘3; M,. So, from Ml(mf] ) # L, we have Mz(q)(mf] )) = {Xi = u;}, where
ve ~8 ue, for some ;.

Since '_([xwzf] M, and '_[wf] M, we also know &, T; T+ v :T., T and &;T; T - u. : T, T, for some T.. Therefore, we
can apply the induction hypothesis to get nc(¢(m®), (u.,M,)).
The result follows via NC2.

9 Related work

This paper identifies and addresses a new problem, referential security. As a result, little prior work is closely related.

Some prior work has tried to improve referential integrity through system mechanisms, for example improving
the referential integrity of web hyperlinks [8, 12]. Systems mechanisms for improving referential integrity (and other
aspects of trustworthiness) are orthogonal to the language model presented here, but could be used to justify assigning
persistence, integrity, and authority levels to nodes.

Liblit and Aiken [13] develop a type system for distributed data structures. Its explicit two-level hierarchy dis-
tinguishes between local pointers that are meaningful only to a single processor, and global pointers that are valid
everywhere. The type system ensures that local pointers do not leak into a global context. This work was extended
in [14] to add types for dealing with private vs. shared data. However, this line of work does not consider security
properties that require defense against an adversary.

Riely and Hennessey study type safety in a distributed system of partially trusted mobile agents [20] but do not
consider referential security.

This paper builds on prior work on language-based information-flow security, much of which is summarized
by [21]. The Fabric system [16] is programmed in a high-level language that includes integrity annotations and
abstracts away the locations of objects, as A does. Its type system does not enforce referential security, however,
so adding the features described here is an obvious next step.

10 Conclusions

Complex distributed information systems are being integrated across different organizations with only partial trust,
often in the context of cloud computing. But the security properties that are desirable in distributed computing are
poorly understood, and the options for enforcing security are murkier still. In fact, the desirable referential security
properties are actually in tension with each other. The result is that programmers have little guidance in designing
distributed systems to be secure and reliable.

This paper makes several contributions that aid in resolving this situation. The paper newly identifies and for-
malizes some important referential security properties. It introduces a high-level language for modeling referential
security issues in a distributed system. The language introduces a way to express referential security requirements
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through label annotations for persistence and creation authority, which can be viewed as different aspects of integrity.
The paper demonstrates how to enforce referential security, through static analysis expressed as a type system in the
language. The type system is validated by formal proofs that A, programs enforce the new security properties.

While this paper is a useful first step, clearly there is more to be done. The type system could be enriched with more
features such as parametric polymorphism, recursive and dependent types. With such extensions, an implementation
would then help evaluate how well these types guide programmers designing distributed computing systems.
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A Appendix

A.1 Full syntax of A,

Policy levels wya,p,l € L
Variables x,y € Var PC labels pci=w
Memory locations ~m € Mem Storage labels s == (a,p)
Labeled record types Su={x:T;}s Reference labels ru=(a*,a,p)
Labeled reference types R ::= {x;:1;}, | Persistence failure handlers Hu=p;
Base types b= bool | 1} =5 T, | R | soft R Types Tu=by |1
Values v,u:= x|true|false |« |m> | soft m® | A(x:T)[pc;H].e (| Lp)
Terms ex= v|vy vy |if v| then e; else e3 | {m}s [ vax | vix:i=vy

|softe|ejlie; | existsvasx:e; elsee; |letx=eqine;
| try e; catch p: ey

A.2  Full small-step operational semantics for nonadversarial execution of A,

[APPLY] ((M(x:7)[pc;H].€) v, M) > (e{v/x}, M)

Vp.v#Llp

[LET] S
(letx=vine,M) — (e{v/x},M)

[IF-TRUE]  (if true then e else e2,M) <> (e;,M)  [IF-FALSE] (if false then ¢, else €3, M) => (€2, M)
m = newloc(M)
[CREATE] 5 P 5
({x,- =v;} ,M) = (m Mm® - {x = v,-}])
- S —_—
PARALLEL- e M(m>) = {x;=v}
Vv, MY = (x,M [SELECT] -
[ RESULT | { )= (M) (m® xe,M) > (ve,M)
M(mS) # 1 Vp.v#L
[ASSIGN] () S b P
(ms.xc = v,M) = (*,M[ms.x(- — v])
|:DANGLE—- M(m®) =1  p=persist(m’) [DANGLE—] M(m®) =1 p=persist(m’)
SELECT | <ms.xc,M> 5 (Lp,M) ASSIGN (ms,xc =v,M) 5 (Lp, M)
|:EXISTS-— M(@m®) + 1
TRUE | (exists soft m5 asx: e else ez,M> 5 <e| {ms/x},M)
|:EXISTS—- M(m®) =1
FALSE | <exists soft mS as x: e else ez,M) 5 (e2,M)
- e 7 /7
EVAL- (e,M) = (' .M’) [FAIL-] e
(F[1p]. M) = (1p,M)
[CONTEXT_ (E[e], M) e, (E[e’],M’) ProOP P P
Ez=soft [-] |letx=[-]ine]|[-]Jue|en[-]|try [-] catch p:e
Fu=soft [-]|letx=[-]ine
[ SOFT- ] (ms_me>i<v7M) [ SOFT- ] (mSAXc = V7M>i)<v’7Ml>
SELECT ((soft ms).xC,M> 5 (wM) ASSIGN ((soft mS).x. = v,M) 5 (v',M')
Vp v Ly . <p
[TRY-VAL] p v [CTRY ] p<p _
(try v catch p: e,M) = (v, M) ATCH (try L,y catch p:e,M) = (e,M)
’
[TRrY-EscC] Pip S
(try L, catch p: e,M) — (J_p/,M)
€ / /
e,M) — (e, M c(G,{e,M
[PROG-STEP] M [GC] gc(G.(e.M))

(e, M) — (', M) (e,M) - (e,M[G— 1])
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A.3 Full subtyping rules for A,

by <b
n>m FRI <R =Wy < wy
[S1] [s2] — [S3] ————
FA{XLT e X Tt S (X T e X T ~ soft R| < soft Ry = (b1)w, < (b2)w,
FT <t  FT<T)
+ pcy < pe FHy<xH Fal <a3 Fa, <ag - py <
[S4] pcypcy 2 1 [S5] 1 Sap 2 1 P2 p1

=T

PclssHI

Cyyy H. T, _ . _
T <n, 2T =X T g ) S 0T (g 0)

2

A.4 Full typing rules for A,

[T-BooL]

[T-BorTOM]

[T-PARALLEL]

[T-IF]
[T-ABs]
[T-App]

[T-RECORD]

[T-SELECT]

[T-ASSIGN]
T-SOFT-
SELECT

T-SOFT-
ASSIGN
[T-EXISTS]

[T-TRY]

[T-LET]

[T-SUBSUME]

b € {true,false}
Tipc;H=b:boolr, T

I'(x)=1t

[T-UNIT] Tipe;H b *:1,7T e
Tipe;HEx:T,T

[T-VAR]

pET FH<p Fuy S : rectype S= {m}(a.p)
CipeiH-m® s ({50} (aap) )7 T
Cipe;Hi-e:Ry, X
[;pc;H + soft e: (soft R)y, X
;pe;H = v:bool,, T
Cipenw;H - e i1, X; (79 +auth®™ (1) < pcnw

[;pe;H - if vthen e else ep :triw, X1 N A,

- [T-Loc]
Cipe;He1p:T,p

Cipe;T e, 7 0

—————— [T-SOFT]
Tipc;Hiepley: 1,T

o' H'
Cx:t'sp H -eit,H n—wf(r’l—w)r :type +pc’ < pc

Oipe; Ho=Ax:t' ) [pe’s H et (¢ LALIN 7, T

Cipe:H vy, T
FH<H
Cipe;H=vi vaitriw, H

S={i Ty DpesHrviit, D

7 ’
pc’ H
Oipe;H-vp s (T ——5 1), T
»—pc' <pchw

S rectype

1 < (V) auth* (1)) < pc (V9 + integ(t;) < pc (V9 —p<pc
CopeH - {5 = v} ({055 (aap) ) 7o T
F;pc;?—[kv:({)ci_:T;}(,L+>a—7p))w,T Fa’ <pc w =wnp FH<p
ipe;H - vxe :‘cfﬂw',p
ipe; H - vy 5({m}(a+¢r,p))wﬂ Fa"<pc  Tipe;Hv-vy:t,T

FThpenw<t,  Fauth*(t)<pecnw  FHxp

Tipe;H-vixe:=vy:1,p

Lipe;H e v: (soft {Xi 2T} (u+ o= py)w, T +auth™ (1) < pe
w=wna np +~H=<p

[ipe; H - vixe i tenw',p

TipesH o= vy s (soft {6 T (ot g p) Jws T
FTApenw < Te +auth® (1) < pcnw

Tipe;Hbvy:iT, T
FH=<p

Tipe;Hbevixe:=vy:1,p
Tipe;H=v: (soft {6 T} )w, T +auth® (r) <pcnw

w' =auth™ (r)mpersist(r)mw  Tx:({x T} )wipenw s Hi- e 1T, X
Cipeniw’ i Hiey: 1, ~auth® (1) < pcnw’

Ipc;H - existsvas x: eg else ez :trw’, X1 NX,
!
w= [ (pup’)
pleXx;
+auth™ (1) < pc

Tipe;H,pre T, X

Iipenwninteg(t);H - e2: 7,4,

[ipe;H - try eg catch p:ey :tniw, (X /p)n X,

CipeiH e v, X w=(["]X1)ninteg(t")
pc’ =penw ~auth™ (1) < pc’

+auth®™(t') < pc
Cox:t'ipc i Heep 1,2

Tipe;Hiletx=epiney:tnw, X1 NA,
Cipe;Hee:t X' FH<X
Oipe;Hv-e:t, X

1<t FX<X
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